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T
he world of tech in divided today into 
two giant blocs that determine where 
the ship is headed and who profits most. 
As in many other areas, the United States 

and China seem locked in an epic struggle for 
predominance, and IoT strongly feels the effects.
So, what role does – or can – tiny Europe play, 
crushed between these two titans? Maybe a big-
ger one than many believe.
Take the EU Cybersecurity Act (CSA), which au-
thor Stian Overdahl dissects in detail in the title 
story of this issue. For the very first time, it es-
tablishes common standards for the safety and 
security of computers, networks, and software 
that are binding, at least within the territory of 
the European Union. 
Trade is now so deeply interlinked that a single 
cargo ship stuck in the Suez Canal can cause the 
complete disruption of global supply chains. 
Europe is, in effect, causing a similar chain reac-
tion by establishing standards that the rest of 
the world must follow. The fact that the Europe-
an Union is the second-largest economy in the 
world and that trade within the Union accounts 
for more than one-third of the world total means 
that, as a bloc, Europe boxes far above its weight 
in terms of global power.
What Europe says goes in many areas. Think of 
the much-maligned General Data Protection 
Regulation (GDPR), which is, by far, the toughest 
privacy law in the world. Though it was drafted 
and passed by the European Union, it imposes 
obligations on companies and organizations ev-
erywhere that target or collect data relating to 
Europeans.
The same will go for the evolving body of laws 
and regulations on cybersecurity. The ISO Com-
mon Criteria, a standardized framework with 
which computer companies can specify their se-
curity targets in terms of functional security and 
assurance requirements, Europe accounted for 
1,612 such schemes, the US only 67 – and China 

doesn’t even show up. Ignorance is no excuse 
and even Chinese manufacturers will have to 
follow Europe’s lead, especially if the currently 
voluntary CSA rules become mandatory. Talk in 
Brussels indicates that this will happen sooner 
rather than later.
The trend is clear – hackers and cybercriminals 
aren’t going to let off exploiting what is an in-
creasingly lucrative activity, especially as tech-
nologies such as artificial intelligence make it 
even easier for them to mount mass attacks and 
deploy more effective methods. 
And despite moves by legislators to introduce 
standards that are consistent across the bloc, 
companies themselves need to step up and to 
take responsibility for their own network secu-
rity. That requires more investment by private 
companies – both in ensuring that their technol-
ogy is up to date, but also in training staff and 
engaging with specialist service providers such 
as cyber risk insurers. 
The alternatives – such as in the case of Pilz Auto-
mation, who are interviewed in this edition – are 
not worth contemplating. 
Europe also needs to build momentum in this 
space when it comes to innovation. There is the 
crucial issue of a “brain drain” of skilled workers. 
For years, many specialists have relocated to the 
US to complete research or fill lucrative roles 
working for Big Tech.
Complementing the regulatory overhaul in the 
EU is a ramp-up in spending and investments, 
including a network of security operation cen-
ters to monitor and anticipate network attacks, a 
major new European Cybersecurity Competence 
Center, expected to be located in Bucharest, and 
even deployment of a secure quantum commu-
nication infrastructure (QCI). 
Nevertheless, it remains to be seen how effec-
tive such measures will be, and whether the EU 
will emerge a trailblazer – or if it’s just playing 
catch-up. 

Tim Cole 
is the editor of Smart 
Industry – the IoT Business 
Magazine. His latest book, 
AI Means Business, is avail-
able from Amazon.
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Avnet Centennial

100 Years of 
Making History 

Avnet, a Fortune 200 company, was founded 100 years ago, making it one of  
only a handful of centennials in tech, including companies like General Electric and IBM.  

From humble beginnings on New York’s famous Radio Row, Avnet has risen  
to become a global distributor firmly set at the center of the technology value chain  

and dedicated to helping its customers accelerate technological development.  
Join us here on a trip down memory lane.

n By Tim Cole 

Anniversary Avnet Centennial
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I
t was the early 1920s. With 
World War I a memory, New 
York City’s docks were awash 
in surplus military and ship-to-

shore radio parts. 
Amateur (ham) radio enthusiasts, 
intrigued by what they read in pop-
ular magazines like Modern Electron-
ics, were putting together crystal 
set devices, “cat whiskers,” of their 

own from kits. The market for radio 
components was heating up. 
Into this nascent industry came 
Charles Avnet, a 33-year-old Russian 
immigrant. He began buying and 
selling surplus radio parts in 1921, 
just as the first component stores 
opened for business on New York 
City’s Radio Row. Rapid advances 
in technology soon made radios a 

common sight in American homes. 
The Consumer Electronics Associa-
tion reports that in 1922, 100,000 ra-
dios were sold at an average cost of 
$50. By 1924, the annual factory dol-
lar volume had multiplied tenfold 
to $50 million, and there were more 
than 500 commercial radio stations 
broadcasting nationwide. 
The Golden Age of Radio was in full 
swing, and Charles found himself at 
the heart of it. As radio manufactur-
ing grew, so did the role of parts dis-
tributors. From a small store in Man-
hattan, Charles sold about $85,000 
in components his first year in busi-
ness. When the Great Depression hit 
in October 1929, Charles, like many 
others, suddenly found himself in 
debt. In what would prove an astute 
decision, he shifted his focus from 
retailing to wholesaling. Radio re-
mained an inexpensive escape for 
many. The newest novelty, televi-
sion sets, were making inroads into 
people’s homes. Charles dealt in 
parts applicable to both. Not only 
did he pay off all his debts, he re-
alized a modest profit. By making 
good on his loans, he was build-

Family Reunion
The Avnet family 
gathers for a wedding 
reception. Clockwise 
from top left: Robert 
Avnet and his wife, 
Maxine; Joan Avnet 
and her husband, Les-
ter; Norman and Roz; 
Helen Avnet and her 
husband, Charles.

Do it Yourself
Before World War II, 

Lester Avnet became 
convinced that electric 

connectors were the 
future, so he set up his 

own manufacturing 
plant on North Moore 

Street in New York’s 
butter and egg district.
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ing a reputation of business acu-
men and honesty that would serve 
his eponymous company well.
Electronic components became 
priority defense items as the United 
States geared up for World War II. 
Home radio set manufacturing was 
banned. Component distributors 
like Charles Avnet turned their full 
attention to satisfying military and 
government requests. He opened 
his first major manufacturing facil-
ity on North Moore Street in New 
York’s butter and egg district in 
1944 to assemble military anten-
nas. His son Lester soon persuaded 
him the future belonged to electri-
cal connectors, which almost every 
electronic device required. 
When the war ended in 1945, high-
quality military surplus was avail-
able for less than one-tenth its 
original cost. The Avnets stocked 
up. Once they established a team of 
trained sales engineers, they began 
manufacturing connectors of their 
own as well.
The onset of the Korean Conflict in 
1950 boosted the fortunes of those 
with the right inventory of compo-
nents for military and government 
use in missile systems, airplanes, 
and other applications. Bell Labs’ 
invention of the transistor in 1947 
was already fueling an electronics 
revolution, and the US/Soviet Union 
space race and international arms 
race would send the industry into 
high gear. 

California Dreaming
Ten years after World War II ended, 
Charles, Lester, and his brother, 
Robert, had a thriving business as-
sembling connectors to customers’ 
specifications. They incorporated 
in 1955 as Avnet Electronic Sup-
ply Co. with Robert as chairman of 
the board and Lester as president. 
Charles took on the roles of vice 
president and treasurer. In 1956, in-
creasing business necessitated the 
opening of a facility in Los Angeles 
to provide more convenient and 
faster service to the aviation and 
missile industries, and Robert relo-
cated there. To fund expansion and 

Avnet and  
the Golden Age of Radio

 A New Medium 
IS BORN

In 1901, Guglielmo Marconi’s Wireless 
Telegraph and Signal Co. received the 
Morse code letter “S” transmitted to 
Canada from England. The first wire-
less signal to cross the Atlantic Ocean, 
it relied in part on a diode vacuum 
tube created by John Fleming. In 
1906, Reginald Fessenden broadcast 
a Christmas Eve selection of music 
and stories to ships with receivers 
off the Atlantic coast. An amplifying 
vacuum tube, the audion tube, was 
invented in 1912 by Lee DeForest and 
was the essential component in what 
would come to be known as “radio,” 
a word with its etymological roots in 
“radiated signals.” Peter Jensen came 
up with an idea for hi-fidelity, or am-
plifying, speakers in 1915, calling his 
company Magnavox, Latin for “great 
voice.” By this time, people all over 
the country were tinkering with radio 
kits. By the end of the 1930s, 20 per-
cent of all cars had factory-installed 
radios. Governments had established 
untold numbers of official stations 
and networks on almost every con-
tinent, their citizens even more. From 
this time KDKA until World War II be-
gan — the Golden Age of Radio — 
more than 100 million radio receivers 
had been sold.

Anniversary Avnet Centennial
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expertise in an array of goods, from 
microprocessors and die casting 
machines to guitars, perfume bot-
tles, jumper cables, and television 
antennas. The company described 
in 1960 as one of the leading na-
tional marketers of electronic prod-
ucts would find Electronic Market-
ing merely one of five groups by the 
mid-1970s.

Pruning Back
Convinced Avnet’s future would be 
in the field from whence it arose 
– technology distribution – Tony 
Hamilton, named CEO in 1980, be-
gan a divestiture process, pruning 
sluggish divisions and product lines 
and replacing them with technolo-
gy-related acquisitions and prod-
ucts with high growth potential. 
The Electronic Marketing Group 
was already the leading US distribu-
tor for semiconductors, connectors, 
computer products, and passive 
components, and in many cases it 
was the single-largest customer of 
each of its suppliers.
By 1988, computer product sales 
were so successful that, when 

The Joan and Lester Avnet Collection at New York 
City’s Museum of Modern Art is a world-class compi-
lation of drawings from some of the most important 
artists of the 19th and 20th centuries.
Although he made a name for himself in the busi-
ness world, Lester Avnet was a Renaissance man at 
heart with a long-standing interest in the arts. As a 
boy, he would stand outside his father’s store singing 
opera to entice customers in the door. As his family’s 
company grew, he purchased drawings to foster the 
creation of a collection devoted specifically to the 
medium that captured his imagination – drawing. 
The Avnets donated 180 works to the museum 
overall, the largest gift of drawings it ever received. 
The collection features works by Matisse, Chagall, 
Mondrian, Modigliani, Kandinsky, Braque, Pollock, 
and Rothko. In 1971, just one year after his death, 
the museum opened its Department of Drawings 
devoted to works on paper, most of them donations 
by the Avnet family. 

An Eye for Art

Up and Up!
Avnet added semicon-
ductor programming 
and inventory man-
agement solutions to 
its offerings. Going 
from zero to 5 billion 
dollars in only 27 
years, Avnet Technol-
ogy Solutions began 
an upward spiral that 
continues to this day.

corner the market on connectors, 
Avnet celebrated the close of the 
decade by going public. The com-
pany was listed on the American 
Stock Exchange with the issuance 
of 175,000 shares of common stock 
under the symbol AVT.
The invention of the microproces-
sor and the relationship Avnet 
forged with its inventor, Intel, and 
semiconductor suppliers AMD, 
Fairchild Semiconductor, Motorola, 
National Semiconductor, RCA, and 
Signetics contributed greatly to 
the company’s vigor. Avnet was 
the first technology distributor to 
place an order with Intel in 1969. 
When Intel released the micropro-
cessor it returned the favor, giving 
Avnet access to related software 
development and demonstration 
tools to sell to engineers for their 
microcomputers – a very profitable 
venture. 
The company commenced the de-
cade not only with an expanded 
portfolio of semiconductors and 
other components, but with the 
first of many unconventional ac-
quisitions, audio equipment mae-
stro British Industries Corp. (BIC). 

BIC was just the first in a string of 
acquisitions that would turn Avnet 
from a components distributor and 
manufacturer into a company with 
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revenue exceeded $385 million, the 
company separated the business 
and formed the Hamilton/Avnet 
Computer division. Roy Vallee, 
who would become CEO in the late 
1990s, was named division presi-
dent in 1989 and the following year 
led the merger of Hamilton/Avnet 
Computer (which marketed primar-
ily to manufacturers) and Avnet 
Computer Technologies (which 
focused on end users) into a single 
division, Avnet Computer.
The group hit $1 billion in sales in 
1997 and established a headquar-
ters of its own in Arizona in 2000. 
The acquisition of Savoir Technol-
ogy in 2000 made Avnet the world’s 
largest distributor of IBM mid-range 
computer products. Now called 
Avnet Technology Solutions, it has 
evolved into a purveyor of services 
and solutions for resellers, manu-
facturers, integrators, and end us-
ers. Strong leadership, consistency, 
focus, and a successful business 
model have built what started as a 
side business into one of the best 
computer businesses in the distri-
bution industry.
In the late ’80s and early ’90s, Avnet 
under its new chairman and CEO 
Leon Machiz began a spate of ac-
quisitions that would turn it into 
a global technology distribution 
leader. 
The purchase of the Access Group, 
a UK semiconductor distributor, in 
1991, and two other semiconduc-
tor specialists, France’s FHTec Com-
posants and Scandinavia’s Nortec, 
secured a place in three of Europe’s 
five largest markets. Avnet went 
on to acquire companies in Italy, 
Ireland, Germany, and the Nether-
lands, along with a number of pan-
European distributors. The crown 
jewel was the 2000 acquisition of 
RKE Systems and Europe’s leading 
semiconductor distributor, the EBV 
Group (EBV Elektronik and WBC). 
Part of Germany’s VEBA Electronics 
Distribution Group of companies, 
the deal was unprecedented in that 
Avnet and its number one rival, 
Arrow Electronics, cooperated on 
the purchase – Arrow took a North 

Where It All Began

Welcome to 
Radio Row!

The end of World War I ushered 
in the joyful noise of the Roar-
ing Twenties and the Jazz Age, a 
raucous decade of flapper-fueled 
Charlestons, crooners’ sentimental 
ballads, the sizzling bands of Har-
lem, and the first notes from swing 
and big band music pioneers like 
Benny Goodman and Count Basie. 
Into this heady atmosphere the 
first affordable, mass-produced 
consumer radios were introduced, 
expanding the technology be-
yond the realm of hobbyists. In 
and around America’s East Coast 
harbors a brisk trade in radio com-
ponents blossomed. Just a few 
strides from the docks of New 
York City’s Lower Manhattan was 
Cortlandt Street, soon christened 
“Radio Row.” 
By the 1960s, Radio Row encom-
passed six blocks, its milieu an ex-
uberant, cacophonous din of mu-
sic and street sounds as vibrant as 
the city itself. More than 300 stores 
lined its streets – for four decades, 
the largest collection of radio and 
electronics stores in the world. 
It was, as The New York Times called 
it, “a paradise for electronic tinker-
ers.” In 1966, a two-year battle roy-
al for the soul of Cortlandt Street 
came to an end when the New 
York Supreme Court ruled that the 
Port of New York Authority could 
condemn and bulldoze the area to 
make way for the twin towers of 
the World Trade Center. The Ajax 
Wrecking Company demolished 
the first of 26 vacant buildings in 
the area soon thereafter. Radio 
Row was silenced forever.

Anniversary Avnet Centennial
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American subsidiary – to further 
consolidate the industry.
Avnet Design Services (ADS), estab-
lished in 1997, grew out of a simple 
customer request in New Zealand 
for an Avnet engineer to help de-
sign a new product. Now its custom-
ers are a Who’s Who of cutting-edge 
companies, including General Dy-
namics, Emulex, and Garmin. ADS 
provides engineers with technical 
advice on component, hardware, 
and software solutions, design and 
prototype services, and test and 
production assistance. The goal: get 
customers’ new products to market 
faster.
The company had been circling 

around the idea of value-based 
management since the late 1990s. 
Quite simply, people need a sig-
nificant amount of value added to 
many products before they can buy 
and use them. In Avnet’s case, that 
means helping companies with ev-
erything from engineering exper-
tise as new ideas come to life to tech 
support long after products have 
been manufactured and purchased, 
not to mention financing, program-
ming, marketing, integrating, and 
yes, even distributing technology 
products.
When it comes to designing prod-
ucts, Avnet’s total-systems ap-
proach helps manufacturers inte-

grate technology from component 
suppliers like Intel, Marvell, Maxim 
Integrated, Microchip, Micron, 
NXP, ON Semiconductor, Renesas, 
STMicroelectronics, and Xilinx. 
Avnet has nine design centers in 
five countries: China, India, Israel, 
Singapore, and the United States. 
Manufacturers rely on Avnet en-
gineers to help them analyze and 
choose the best component solu-
tions from among the vast array 
available. Avnet’s engineers also 
integrate components from mul-
tiple suppliers into reference and 
evaluation kits that solve real-world 
problems. 
Avnet’s innovative culture and en-
trepreneurial spirit, coupled with its 
commitment to customer service 
excellence and its strong business 
relationships, have assured partners 
they have chosen well. The compa-
ny’s global scope and economies of 
scale, talented people, and focus on 
value-based management ensure 
that it will continue to be a leader in 
the technology industry. Welcome 
to Avnet’s value creation era!

Avnet’s acquisition of Guild Musical Instruments in 
1965 was one of many in the consumer products 
market. An Avnet/Guild vice president presents a Guild 
Starfire 12 to The Beatles’ John Lennon and George 
Harrison.

A Little Help from Our Friends

■ Charles Avnet, Founder;  
President 1921–1955

Charles Avnet, a 
33-year-old Rus-
sian immigrant, 
opened a small 
store on New York 
City’s Radio Row. 
From his store in
Manhattan, 
Charles sold 
about $85,000 in 
components his 

first year in business. In 1929, Galvin Manu-
facturing Co. introduced the first practical car 
radio, the Motorola, short for “motor Victrola.” 
Charles capitalized on this development, add-
ing automobile antenna assembly and kits to 
his repertoire and effectively moving from a 
standard distributor to a value-added distributor 
putting parts together for sale to consumers.

■ Lester Avnet, President, 1955–1967; 
Chairman 1964–1969

Despite the many 
interests and 
talents that could 
have steered him 
away from the fam-
ily business, the 
electronics industry 
was his destiny, 
and he poured 
his considerable 
enthusiasm into 

it. He was an expert on electrical connec-
tors, extremely knowledgeable about foundry 
practice and metallurgy, and was known for 
bringing children to annual meetings to share 
his passion about business.

■ Robert Avnet,  
Chairman 1955–1964

With the support 
of his brother 
Lester, Robert 
Avnet presided over 
one of the most 
dynamic periods 
in the company’s 
history. Not only did 
Avnet more than 
double the number 
of assembly plants 

and sales engineering/service locations by 1964, 
but it underwent a metamorphosis from a busi-
ness devoted to electrical connectors to a holding 
company with interests ranging from electronic 
components to record albums. Robert inspected 
radio receivers as a captain in the US Army Signal 
Corps during World War II. He was also a founder 
of the Albert Einstein College of Medicine.

The Men Who Built Avnet

In a global 
economy, busi-
ness migrates 
to the most ef-
ficient provider. 
We intend to be 
that provider. 
Roy Vallee
Chairman and CEO of Avnet  
(1998–2011)
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A Great Start
Avnet has come a long way in the 
past century from a small shop 
selling radio parts to a global 
distributor and a Fortune 200 
company. How did it get here 
and where is it heading? 
Avnet was formed in 1921 when 
the US government lifted its 
ban on private radio, prompt-
ing Charles Avnet, a 33-year-old 
immigrant fresh from Russia, to 
begin buying and selling surplus 
radio parts on Manhattan’s Radio 
Row. Then came antennas, con-
nectors, and something epochal: 
calculating machines. Equipped 
with vacuum tubes adapted from 
radio, these computers, Charles 
proclaimed at the time, would al-
ter human history forever – and 
he was right. 
I’ve been with Avnet for 39 of the 
company’s 100 years, and its peo-
ple exemplify what’s enabled the 

company to withstand all of that 
change: adaptability, resilience, 
and perseverance. We’re still here 
because we’ve embarked on a 
continuous transformation along-
side the ever-evolving technology 
market. 
And while one hundred years is an 
enviable run, we prefer to think of 
it as a great start. Today, Avnet sits 
squarely in the middle of the tech-
nology value chain, with expertise 
in components distribution and 
deep knowledge of the global 
supply chain. 

Avnet was the first distributor 
to place a product order at Intel, 
which had just started produc-
ing its first microprocessor, the 
4004. How has the relationship 
worked out?
In November 2019 we celebrated 
an amazing milestone with Intel 
leaders: 50 years of partnership! 

Back in 1969, Avnet (or Hamilton/
Avnet) placed its first PO with Intel 
for $170,000. Over the past five de-
cades, Avnet and Intel have part-
nered to help connect the world, 
and enhance the way people in-
teract with it. Our alliance is still 
going strong and I am confident 
that a new generation of Avnet 
and Intel leaders will gather again 
to recognize future milestones. 

In the mid-eighties, Avnet was 
the number-one US distributor 
in semiconductors, computers, 
connectors, and passive com-
ponents, but you were still just 
a national distributor. When did 
globalization hit?
In 1991, Avnet began its modern 
era of globalization with the ac-
quisition of the Access Group, a 
UK semiconductor distributor. 
And in 1995, Avnet entered the 
technology distribution mar-
ket with the acquisition of Hong 
Kong’s WKK Semiconductor. Our 
strategy was simple: grow organi-
cally faster than the markets we 
serve, and augment that growth 
with value-creating mergers and 
acquisitions. We have made small 
acquisitions as well as some of the 
largest in industry history. Each 
has enhanced our product or geo-
graphic portfolio while adding 
critical talented employees.
Today we operate in over 140 
countries, with over 125 locations 
supporting over two million cus-
tomers with 15,000+ employees. 
Avnet is always evaluating the 
needs of our customers and ex-
panding into new areas as the 
market demands.

How is Avnet helping customers 
and suppliers build solutions to 
meet some of the fastest-grow-
ing demands in the marketplace, 
like connected IoT devices and 
automotive solutions?
As connectivity is built in to more 
and more of the technology we 
rely on, we are once again at a 
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Interview Phil Gallagher, CEO of Avnet

Avnet and Intel 
have partnered 

for five decades 
to help connect 

the world and 
enhance the 
way people 

interact with it.

Anniversary Avnet Centennial
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point of transformation for our 
industry, our suppliers, our cus-
tomers, and of course for Avnet. 
Everyone’s focused on under-
standing how to build connected 
capabilities into their existing 
and new products, and Avnet is 
enabling both our suppliers and 
customers to succeed in this ef-
fort. We offer comprehensive 
solutions both above and below 
the cloud, thanks to the talented 
teams we’ve onboarded through 
several acquisitions in recent 
years. We now help companies 
around the world with engineer-
ing expertise, financing, product 
enhancements, marketing, and 
system integration, in addition to 
the physical distribution of tech-
nology products. 
More specifically, in the automo-
tive industry, there are more elec-
tronic devices than ever before for 
applications such as instrumenta-
tion and infotainment to cameras, 
radar, and lidar. The speed at which 
electrification is accelerating is 
amazing.  To support our custom-
ers, whether it be a reference de-
sign, total ADAS (advanced driver-
assistance system) solution, or 
complex global supply chain need, 
Avnet has put in place global de-
sign and supply chain teams with 
expertise in the automotive indus-
try to help get designs to market 
quickly and efficiently. 
Fundamentally, across many ver-
ticals, we act as an extension of 
our customers’ teams. They can 
leverage our deep technical and 
supply chain expertise through-
out the product life cycle to maxi-
mize their return on investment. 
Companies turn to Avnet for two 
simple reasons: we save them 
money and help them grow faster, 
thereby accelerating their success.

The Avnet Silica division is one 
European semiconductor spe-
cialist of Avnet, Inc., and acts as 
the smart connection between 
customers and suppliers. Selling 

components is only part of your 
business, right?
Avnet Silica is the European semi-
conductor specialist division of 
Avnet, one of the leading global 
technology distributors, and acts 
as the smart connection between 
customers and suppliers. The 
distributor simplifies complexity 
by providing creative solutions, 
technology, and logistics support. 
Avnet Silica is a partner of leading 
semiconductor manufacturers 
and innovative solution provid-
ers over many years. With a team 
of more than 200 application en-
gineers and technical specialists, 
Avnet Silica supports projects all 
the way from the idea to the con-
cept to production.
Currently we’re redefining our 
strategy and structure to be an 
even more efficient organiza-
tion. Our goal is to deliver for all 
stakeholders as technology and 
supply chains rapidly change. Our 
customers rely on us to help them 
stay nimble in the face of future 
volatility or even shocks like the 
pandemic. We are streamlining 
the business and getting emerg-
ing businesses like IoT and Avnet 
Integrated to drive demand for 
our supplier partners to accelerate 
higher-margin growth.

Avnet is deeply involved with 
Microsoft and their IoT offering 
especially around Azure. What 
about your own offering, IoT 
Connect, which leverages Micro-
soft’s Azure hybrid cloud com-
puting service?
Avnet’s IoTConnect platform is a 
cloud-based platform, powered 
by Microsoft Azure, and it’s high-
ly scalable to address common 
industry needs and challenges. 
The platform provides pre-built 
market-specific applications for 
quick solution development and 
data services to deliver customer 
insights and impactful ROI. In 
addition, it offers the security of 
IoTConnect-certified plug and 

play devices to simplify solution 
design. Plus, Avnet’s IoTConnect 
Partner Program enables system 
integrators and OEMs to acceler-
ate and scale their IoT solution 
development by developing new 
device solutions and service mod-
els on the platform. With a stan-
dardized way to harness IoT and 
access to Avnet’s extensive suite 
of experts, developers can quickly 
build smart apps and solutions.

Security is critical – but are IoT 
solution providers addressing 
this problem adequately?
While IoT was a driving force in 
the wave of technological change 
a decade ago, security has been 
its greatest adversary. Avnet is 
working to ensure its customers’ 
IoT deployment will be stron-
ger, more successful, and most 
importantly more secure. When 
thinking about IoT today and in 
the future, there are a lot of “nice 
to haves.” Security is not one of 
them. It needs to be built into IoT 
solutions from the ground up, 
across both hardware and soft-
ware. We’ve seen how IoT can 
bring tremendous innovation and 
benefits to individuals, organiza-
tions, and societies. But with those 
benefits come both the risks and 
the responsibility to keep those 
systems reliable and secure. To do 
that we’re going to need to think, 
act, and invest differently.

Has the pandemic accelerated 
the IoT? 
With the majority of people work-
ing remotely because of the pan-
demic, we want to be more con-
nected than ever. The Internet of 
Things is becoming more intel-
ligent, immediate, and interop-
erable. We are creating a world 
where everything that should be 
connected to the Internet is con-
nected. Like the smartphone app 
economy, the Internet of Things is 
simply becoming part of life and 
business as we know it.

IoT can bring 
tremendous 
benefits, but 

with them 
come risks and 

responsibility 
to keep them 
reliable and 

secure.
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Mohamed Dhaouafi of Cure Bionics

Reaching Out  
to Amputees

At a student competition four years 
ago, Mohamed Dhaouafi, a Tunisian 
engineering student, learned that a 
teammate’s cousin had been born 
without arms but couldn’t afford a 
prosthesis. The memory wouldn’t 
leave him alone. When he was look-
ing for a project with social relevance, 
he discovered that many people 
were in the same situation. Dhaouafi 
formed a team to develop a function-
al but cost-effective prosthetic arm.
The World Health Organization 
(WHO) estimates there are about 30 
million amputees worldwide and in 
poor countries most of them cannot 
afford prostheses. It’s even worse for 
children and young people, who usu-
ally need replacements every year 
because they are still growing. Even 
an inexpensive prosthetic arm costs 
about $10,000. 
Without an assistive device, ampu-
tees remain restricted in their free-

dom of movement and often suffer 
from social stigma that prevents 
them from attending school. Many of 
them, therefore, remain unemployed 
for life. In addition, many prostheses 
are too heavy or the wrist can’t be ro-
tated, or they have only three fingers.
Dhaouafi’s team developed a solar-
rechargeable model arm, with a man-
ually rotatable wrist and five fingers, 
that costs only $2,000. He founded 
his own company, Cure Bionics, to 

produce and market the prostheses, 
which are 3D-printed in lightweight 
plastic. 
Two sensors in the arm’s socket de-
tect electrical activity of the muscles 
just under the skin. Users learn to 
tense the muscles in a specific way 
and an AI algorithm translates the 
signals into three grips: enclosing an 
object, gripping with an extended in-
dex finger (for example, to operate a 
smartphone or computer keyboard), 
and a three-finger hold. Actuators 
move the fingers via fine wires. 
Initially, Cure offers three different 
sizes that grow with the user via ad-
justable cuffs. To train users, the team 
has developed a virtual reality (VR) 
application where a user can learn to 
control a virtual arm in an entertain-
ing simulation viewed through VR 
glasses.
Dhaouafi hopes to be able to help 
people throughout Africa, the Middle 
East, and beyond. Next, he plans to 
develop artificial legs and he hopes to 
develop an exoskeleton that can help 
in rehabilitation after an accident.

Behind the Scenes
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Going out on 
a limb to help 

the disabled 
in Africa, the 
Middle East, 
and beyond. 
Mohamed Dhaouafi

Founder of Cure Bionics

Smart People Behind the scenes

14

All over the world, brilliant individuals are hard at work creating the technologies and 
solutions that will one day make the Internet of Things come alive. We visited a few  

of them and listened to their fascinating stories. 
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Ivan Ndip at Fraunhofer Institute

Fraunhofer Urges  
Early Start for 6G

The starting gun for the next gen-
eration of mobile communications 
has already been fired. “With 6G, we 
have the ambitious goal of achieving 
a terabit per second and a latency of 
about 100 microseconds – that is, 50 
times the data rate and one tenth the 
latency of 5G,” says Ivan Ndip, an ex-
pert in antennas and radio frequency 
systems at the Fraunhofer Institute 
for Reliability and Micro-integration 
(IZM) in Berlin. 5G currently yields 
data rates of up to 20 gigabits per 
second at a latency of around one 
millisecond.
Ndip and other experts are convinced 
that many areas of Industry 4.0, such 
as medicine, autonomous driving, 
smart cities, and entertainment, will 
benefit greatly from new 6G appli-
cations – but they also warn of new 
challenges. 
Ndip explains the difference using 
the example of autonomous driving, 
where one of the goals is to greatly 
reduce the number of accidents. “Au-
tonomous driving is primarily a col-
lective aspect,” Ndip says. “What 5G 
will achieve is a maximum data rate of 
about 20 gigabits per second. When a 
car is driving autonomously, it needs 
to communicate its position to other 
road users in real time, it needs to be 
able to measure distances and look 
around 360 degrees at the same time. 
It must also know the road very well 
and be able to look into the distance 
but, of course, also very close and 
very precisely. 
“This requires sensors, which we are 
also developing at Fraunhofer IZM: a 
combination of radar and camera,” he 
adds. “These sensors collect an enor-
mous amount of data which must be 
shared simultaneously. But uploads 
and downloads also have to take 
place in real time. For example, city 
maps are downloaded in very high 
resolution – 20 gigabits per second 
is nowhere near enough for all these 
processes. In addition, the cars must 
react reliably to unexpected circum-
stances, with extremely little delay, 

autonomously. Therefore, in addi-
tion to very high data rates, very low 
latency is required at the same time.”
Unfortunately, 5G does not allow 
infrastructures and networks to be 
built that simultaneously guarantee 
hundreds of gigabits per second and 
extremely low latency. Ndip does 
not believe that true autonomous 
driving will be possible with 5G. “We 
don’t even know if the specifications 
we have today for 5G will be met. The 
necessary collective or networked in-
telligence doesn’t yet exist. 5G doesn’t 
allow the data rates and latency need-
ed for this. That’s why we need 6G.”
Ndip believes it is important that 
telcos and governments are already 
looking at 6G today, even though it 
is not expected to be introduced un-
til 2030. He says there are still many 
unanswered questions – such as 
hardware development for mobile 
communications above 100 GHz, as it 
is expected that the D-band (0.11 THz 
to 0.17 THz) will likely be used.
D-band frequencies have never been 
opened before for mobile communi-
cations, so the research and develop-
ment community would have to start 
much earlier to address hardware and 
software issues for applications. Ten 
years before launch would be desir-
able, he says, to allow specifications to 
be established about five years before 
launch, giving time for trials to follow. 
There is still a lot of work for research-
ers like Ndip to do before the public 
can enjoy the benefits of the next 
generation of wireless communica-
tions.

Cecilia Flores of Webee

Change Is Brewing

Camellia sinensis – the tea plant – is 
extremely sensitive to rainfall and soil 
acidity, two of a whole number of fac-
tors that affect flavor and crop value. 
Now, after nearly two millennia of 
human cultivation, experiments are 
underway to harness IoT to enhance 
growing and perhaps even harvest-
ing of the tender leaves that billions 
of people consume as part of their 
daily routine.
For instance, Seeed Studio, a Chinese 
technology company, has been test-
ing its SenseCAP, a wireless IoT sensor 
network. The gateways and sensors 
gather the environmental data at 
the local tea plantation, which helps 
growers manage the farm more effi-
ciently. In a deployment in the high-
altitude Mengding Mountain of Sich-
uan province in 2018, the project was 
predictably nicknamed IoTea... 
Cecilia Flores, cofounder and head of 
marketing at Webee, an IoT technol-
ogy supplier, says the most pressing 
tea cultivation challenges are fungus 
diseases, insect attacks, and soil acid-
ity. One solution is a leaf wetness 
sensor that mimics a real leaf to un-
derstand its behavior and monitor 
its activity and humidity levels at all 
times. “This can help avoid infections 
by predicting the growth of fungus, 
improving crop spraying, and pre-
dicting unexpected events,” she says.
But time will tell just what these 
new tea leaves auger for an industry 
steeped in so much tradition.
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50 times the 
data rate of 5G 
and one-tenth 
of its latency. 
Ivan Ndip
Expert at Fraunhofer IZM

We can avoid 
fungus by 

predicting its 
growth with the 

help of IoT. 
Cecilia Flores

cofounder of Webee
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The EU Cybersecurity Act

A Price
Worth Paying 

With businesses and consumers in Europe facing ever-more sophisticated cyber 
threats, policy makers are scrambling to ensure there are adequate  

regulations to help protect them. A host of new rules should improve  
cybersecurity, but some industry groups warn these will add to costs  

and administrative burdens and may even spawn confusion and ambiguity. 
n By Stian Overdahl

T
he scale of Europe’s cyber-
security vulnerability is star-
tling. In 2019 alone, there 
were almost 450 cybersecu-

rity incidents involving European 
critical infrastructure, such as fi-
nance and energy companies, while 
healthcare organizations and pro-
fessionals have been especially hard 
hit during the Covid-19 pandemic. 
Ransomware attacks are growing 
sharply globally with more than 
€10 billion paid out in 2019, a big 
leap from the previous year. Mariya 
Gabriel is European Commissioner 
for Innovation, Research, Culture, 
Education, Youth, and Sport. She has 
been ranked among the 50 most in-
fluential women in Europe in the 
field of cybersecurity. She believes 
that “Cyber threats have become 
a matter of national security. They 
underpin the resilience of critical 
infrastructure, from power plants to 
the banking system and online mar-
ketplaces for small businesses.” Ac-

cording to her studies, cybercrime 
will cost the world €5.5 trillion by 
the end of 2020, up from €2.7 trillion 
in 2015. “This rise is due, in part, to 
cybercrime activity during the Cov-
id-19 pandemic,” she says. This could 
be the largest transfer of economic 
wealth in history and, if it happens, 
it will be more profitable than the 
global trade in all major illegal drugs 
combined.
Especially worrying, on the busi-
ness front, is that European compa-
nies are considered less prepared 
to thwart a cyberattack than their 
counterparts in Asia and America. 
Over two-thirds of EU businesses, in 
particular SMEs, are considered nov-
ices when it comes to cybersecurity, 
according to a high-level summary 
by the European Commission (The 
EU’s Cybersecurity Strategy for the 
Digital Decade).
Experts also point to a brain drain of 
cybersecurity professionals from Eu-
rope, especially to the United States. 

It was estimated that 291,000 job 
postings for cybersecurity positions 
within the EU remained unfilled in 
2020. That matches the experience 
of Martin Giess, the CTO and co-
founder of EMnify, a Germany com-
pany that offers cellular connectivity 
solutions to businesses ranging from 
logistics to industrial IoT. “[Compa-
nies in] Europe are quite a bit behind 
when it comes to cybersecurity,” 
says Giess. “In North America there is 
more willingness to adopt new func-
tionality and implement it.” 
Geiss says that typical weaknesses 
include companies buying off-the-
shelf components and not updating 
default settings, or companies work-
ing in a “first or second-generation 
technology environment that is ten 
or 15 years old.” Companies that 
have experienced some kind of at-
tack are far more willing to invest in 
IT security, he adds, while those that 
have not tend to be more compla-
cent. 
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key focus for legislators in Brussels, 
with the emphasis on a number of 
new and updated rules designed to 
bolster security in business environ-
ments and for consumer IoT. These 
include an update for the Network 
and Information Systems (NIS) Di-
rective, the EU Cybersecurity Act 
(enacted in 2019, though elements 
came into force in 2021), and a del-
egated act of the Radio Equipment 
Directive (RED), which is expected 
to be introduced in 2021. Certain 
key technology areas – cloud, 5G, 
and artificial intelligence – are also 
receiving special attention. 
The result will be that those compa-
nies that have the least-developed 
cybersecurity profiles will have to 
work the hardest to meet baselines, 
while those with the right measures 
already in place are better posi-
tioned to comply. The downside is 
that increased security may result in 
higher costs across the supply chain. 
Giess at EMnify, which uses multi-
network IoT SIM cards to connect 
client assets to the cloud, believes 
the regulatory push is driving in-
creased focus on cybersecurity 
within businesses. “It definitely cre-
ates pressure on companies, and 
we are seeing an increased interest 
in our products,” he says. “You can 
really perceive that cybersecurity is 
becoming a more important buy-
ing criterion for customers. It’s not 
only about the price and the quality 
of the service – it’s really that your 
products can fulfil certain security 
requirements.” 

Navigating  
the Rules Maze
When it comes to cybersecurity, 
there is no single law in the EU but 
a mosaic of rules and regulations. 
The most prominent horizonal rule 
for cybersecurity is the NIS Direc-
tive, covering entities within sectors 
considered vital for the economy 
and society, such as energy, trans-
port, water, banking, financial mar-
ket infrastructures, health care, and 
digital services. 
The NIS Directive is currently being 
overhauled. In part, this is nec-

to remove insecure products from 
the market. In the case of a doll, My 
Friend Cayla, widely publicized secu-
rity and privacy failings did not result 
in an EU ban, though in Germany au-
thorities withdrew the device in 2017 
over privacy concerns. 
In 2018, the General Data Protec-
tion Regulation (GDPR) was intro-
duced, which can be used to apply 
heavy penalties for data breaches, 
but these laws are typically not in-
tended to be used to prevent the 
sale of cyber-insecure products, 
notes Da Silva.
Given the scale of the problem, it’s 
no surprise that cybersecurity is a 

Security Is the First Cut
On the consumer front, people who 
worry about cybersecurity point to 
the massive profusion of connect-
ed devices in a market where price 
is often the main consideration, 
while many consumers lack even 
rudimentary knowledge about 
device security. That implies the 
onus should be on manufacturers 
to apply principles such as security-
by-design to their products. How-
ever, tests by consumer watchdogs 
have revealed major vulnerabilities 
in children’s dolls, smart watches, 
smart doorbells, and other intel-
ligent home products, says Fred-
erico Oliveira da Silva, senior legal 
officer at the European Consumer 
Organization (BEUC), an umbrella 
group representing the interests 
of national consumer groups. Risks 
include hackers being able to talk 
remotely to children, capture video, 
and, in the case of intercom door-
bells, gain access to a property, as 
well as more general threats like 
exploiting IoT devices as part of a 
botnet attack. 
An additional problem is a lack of EU-
wide legislation has meant that con-
sumer protection agencies have by 
and large been unable or reluctant 

A Step in the Right 
Direction
Europe leads the way 
in privacy protection 
with its GDPR directive 
introduced in 2018, 
which applies heavy 
penalties, but the 
landmark regulation do 
not prevent the sale of 
insecure products.
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The onus should 
be on the 

manufacturers 
to apply security-

by-design to 
their products. 

Frederico Oliveira da Silva
European Consumer 
Organization (BEUC)
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One approach to cybersecurity for 
connected consumer devices is to 
introduce a labeling scheme to help 
buyers make educated choices and 
increase market pressure on manu-
facturers to meet higher standards. 
Finland is the first country in the EU 
to introduce such a scheme and it’s 
based on the ETSI EN 303 645 stan-
dard. The program has several fea-
tures; participation is voluntary but 
obtaining a label relies on the prod-
uct being tested by a third party.
The approach has been to set the 
baseline requirements, using a threat 

Cybersecurity Labeling in Finland

A sure sign of
safety

model relevant to consumers, says 
Saana Seppänen, senior specialist at 
the Finnish Transport and Commu-
nications Agency (Traficom), which 
administers the scheme. “We want 
to tackle the mass attacks that come 
from the networks and that make it 
possible, for example, to create bot-
nets or very easily endanger privacy. 
At the same, if you have a lightweight 
product which doesn’t pose a great 
threat to the user, it doesn’t make 
sense for it to be certified in a very 
heavy way, so we want to tackle the 
most common threats without caus-

ing unnecessary cost to companies,” 
she says. 
Traficom originally considered al-
lowing companies to self-certify, as 
specified by the CSA, but “companies 
didn’t find it credible and our surveys 
found that consumers see authori-
ties as a trustworthy source of certi-
fication, they can trust that it means 
something,” she explains.
When it comes to impact, Seppänen 
says surveys have shown that con-
sumers in Finland are very concerned 
about security: “Over half of the 
people that we interviewed said they 
were willing to pay more for the de-
vices and services that were found to 
be secure.” 
Nonetheless, if an EU-wide approach 
to device cybersecurity is rolled out, 
the Finnish scheme may have to wind 
down to comply, admits Seppänen.
Not all consumer advocates are in fa-
vor of a labeling scheme, noting that 
a better approach could be to ensure 
that all products sold to consumers 
are sufficiently secure, meaning there 
is no need for labels in the first place. 

Trustworthy Source
Traficom in Finland has launched a 
cybersecurity label that guarantees 
labeled devices have basic information 
security features built in. The label can 
be awarded to networking smart devices 
if the devices meet certain certification 
criteria. Traficom aims to raise consumer 
awareness of information security and 
the safe use of connected devices.
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Over half of 
the people are 

willing to pay 
more for secure 

devices and 
services. 

Saana Seppänen
Finnish Transport  

and Communications 
Agency (Traficom)
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A principal factor that will shape the 
views of the Radio Equipment Direc-
tive (RED) delegated act relates to 
how significant groups or individuals 
view the scale of the cybersecurity 
problem in consumer devices.
While it has been clearly demonstrat-
ed that some devices lack basic secu-
rity features, some industry partici-
pants see the problem as overblown, 
for example by pointing out that an 
open Bluetooth link can only be ex-
ploited by a person in close proxim-
ity. Others note that the risk profile 
of consumer products differs sharply 
from business products used in an 
organization, such as a bank, and 
believe that, based on the risk profile, 
any cybersecurity requirements for 
consumer IoT should remain volun-

EU Radio Equipment Directive (RED)

How Insecure is
Consumer IoT?

tary and be driven by market forces 
(as in the EU Cybersecurity Act). 
These differing views were ac-
knowledged in Impact Assessment 
on Increased Protection of Internet-
Connected Radio Equipment and 
Wearable Radio Equipment (April 
2020), a consultancy report commis-
sioned by the European Commission 
which considered various options for 
legislation of connected consumer 
devices (it ultimately recommended 
the RED delegated act approach). 
“Whilst some industry manufactur-
ing associations expressed the view 
that the nature of the risks has been 
exaggerated outside of smart toys, 
ICT and cybersecurity associations 
and cybersecurity testing houses 
mentioned that, despite improved 

awareness among industry about 
the vulnerabilities, there are still too 
many products coming to the market 
that do not even have the most basic 
cyber-security features integrated 
into smart products, making them 
vulnerable to hacking, attack and, 
therefore, also the data on a device 
or that the device is able to access 
(from other sources or devices),” the 
report states.
The problem has “grown much 
worse in the past five years” due to 
a lack of regulation, allowing “low-
quality, non-cyber-secure products” 
to remain legally sold on the Euro-
pean single market, according to 
some stakeholders surveyed by the 
report’s authors. In addition, B2C 
IoT products are seen as presenting 
a greater risk than those in the B2B 
market, given that B2C products 
tend to be cheaper and lower qual-
ity. Businesses typically demand 
encrypted products and often have 
better knowledge of how to secure 
their devices. 
A view on the same topic was ex-
pressed by several scientists at Mi-
crosoft in a paper titled “The Seven 
Properties of Highly Secure Devices”: 
“Industry largely underestimates the 
critical need for the highest levels of 
security in every network-connected 
device. Even the most mundane de-
vice can become dangerous when 
compromised over the Internet: a toy 
can spy or deceive; an appliance can 
launch a denial of service [attack] or 
self-destruct; a piece of equipment 
can maim or destroy. With risks to 
life, limb, brand and property so 
high, single-line-of-defense and sec-
ond-best solutions are not enough.”

Built-In Risks
Due to a lack of 
regulation, low-quali-
ty, non-cyber-secure 
products remain 
legal in Europe. B2C 
IoT products tend 
to be cheaper and 
lower quality and 
thus create more 
risk. Businesses 
typically demand 
encrypted products 
and often have 
better knowledge of 
how to secure their 
devices.
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development of assessments cov-
ering various areas. The first three 
elements to have been developed 
are for common criteria schemes, 
cloud, and 5G, with additional 
modules currently in development. 
It’s expected that consumer IoT will 
be dealt with soon, with the exist-
ing ETSI EN 303 645 standard po-
tentially being a key specification 
for the Rolling Working Group to 
build upon. 
This approach of developing 
schemes by reusing and updat-
ing existing standards as much as 
possible is official practice, says 
Philippe Blot, lead certification ex-
pert at the European Union Agen-
cy for Cybersecurity (ENISA), the 
agency tasked with responsibility 
for the CSA. The first set of schemes 
created will be more horizontal be-
fore the work moves on to vertical 
sectors like automotive or railways, 
he says. 
Certification can be obtained at 
three levels: basic, where a com-
pany can self-certify; substantial, 
where a certification is received 
from a private standards company 
(known as conformity assessment 
bodies, or CABs); and high, where 
certification must be obtained 

essary because analysis showed it 
was not being applied across the 
EU in a uniform way, creating dis-
crepancies between the member 
states and affecting the internal 
market, says Cristina Cretu, a senior 
privacy and technology consultant 
at Romanian law firm MPR Partners. 
The Covid-19 pandemic has further 
reinforced the view that digital ser-
vices are important pillars crucial 
to avoiding disruption by cyber in-
cidents that can affect the proper 
functioning of the European Union, 
necessitating an expansion of ac-
tivities that will fall under the direc-
tive, says Cretu. 
Key changes likely to result from 
an NIS Directive reform (NIS 2) in-
clude expanded scope of sectors 
and services considered as either 
essential or important entities, in-
cluding postal and courier services, 
food, digital services (such as social 
networking platforms), data center 
services, and manufacturing of cer-
tain critical products that include 
pharmaceuticals, medical devices, 
and chemicals. 
There will also be more stringent 
supervision of companies, includ-
ing administrative sanctions and 
fines for failures in cybersecurity 
risk management and reporting 
obligations. The establishment of 
a European cyber-liaison organi-
zation will coordinate manage-
ment of large-scale cybersecurity 
incidents and crises through in-
creased cooperation between EU 
countries. 
Improved data-sharing is recog-
nized as a key component of a co-
herent cybersecurity policy and will 
improve how authorities and busi-
nesses identify threats, says Alexan-
der Szanto, cybersecurity research 
fellow at Brandenburg Institute for 
Society and Security (BIGS). “For 
example, if a systems supervisory 
control and data acquisition (Scada) 
infrastructure is attacked in Germa-
ny, the same system is likely imple-
mented in thousands of factories 
across the world. This means that if 
one company has this vulnerability, 
everyone has it. That’s why infor-

mation needs to be shared, so that 
everyone can implement [counter 
measures] at the same time,” he 
explains.

An Act of Commission
The EU Cybersecurity Act (CSA) 
straddles both business and con-
sumer markets. At its heart, it aims 
to unify cybersecurity standards 
across Europe, allowing a company 
to obtain certification for an ICT 
product, service, or practice that 
will be recognized in any country in 
the bloc. 
A key element is the certification 
framework, which relies on the 

Mariya Gabriel 
The European 

Commissioner for 
Innovation and 

Research is 
considered one of 

the most influential 
women in the field 

of cybersecurity. 
“Cyber threats have 
become a matter of 

national security,” 
she says. “They 

underpin the 
resilience of critical 
infrastructure, from 
power plants to the 

banking system and 
online marketplaces 

for small busi-
nesses.”
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NIS is not 
being applied 
in a uniform 
way all across 
the EU.  
Cristina Cretu
Senior privacy and tech
nology consultant at MPR 
Partners
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Like a gunslinger from the old Wild 
West, the US Cloud Act stands on 
main street and shouts, “Come out 
if you dare – unarmed and one at a 
time,” while Europeans stand at the 
windows and wave white flags. In cer-
tain circumstances under the Cloud 
(Clarifying Lawful Overseas Use of 
Data) Act, the US courts can demand 
the surrender of any personal data 
from American cloud providers, even 
if the data is stored on European serv-
ers and subject to European data pro-
tection regulations. In a pitiful display 
of appeasement, the EU attempted 
to use Privacy Shield, a data transfer 
mechanism agreed with the US, to 
try to protect citizens’ data from ex-
ploitation and intelligence agency 

snooping – which turned out to be 
absurd because many US companies, 
and possibly government depart-
ments, simply paid lip service to the 
agreement. 
When the Trump administration took 
over, it placed America first and tight-
ened the provisions of the Patriot Act, 
which was forged to fight terrorism 
after 9/11. Since then, American cloud 
providers in Europe have had to vio-
late one or the other of these acts, 
and Privacy Shield has been a distrac-
tion too many for some. 
In the end, it took Austrian data activ-
ist Max Schrems to get the European 
Court of Justice to take down the 
Privacy Shield. Since then, the situa-
tion has not changed much: the gun-

slinger is still standing on the main 
street while Europeans sit around the 
regulars’ table hatching new rules for 
handling data, data structures, and 
data analysis. 
Gaia-X, launched as an alternative 
European cloud, is now only – or after 
all, depending on your point of view – 
a set of rules for handling data in the 
cloud, the first version of which was 
presented for discussion last year.
This should lead to manufacturers 
having to provide users with de-
tails about which European stan-
dards have been met. Gaia-X will 
be analogous with food labeling, 
where suppliers provide information 
on shelf life, ingredients, and nutri-
tional values. Gaia-X could at least 
become more meaningful by listing 
standards-compliance “contents” 
– but this will not drive the Cloud 
gunslinger off the main street. The 
content of the Cloud Act is unlikely 
to help Europe to recover its privacy 
independence.
Gaia-X could counteract a mostly 
unproven but constantly voiced res-
ervation: the general suspicion that 
cloud providers are diverting and 
misusing their customers’ data for 
their own profit. However, there is 
a fundamental difference between 
professional cloud services, such as 
Deutsche Telekom’s T-Systems or 
Microsoft Azure, and data platforms, 
such as Google or Facebook, which 
see their customers as information 
suppliers and offer them cloud plat-
form access at no charge in return for 
the disclosure of personal data. 
Amazon is a special case here, be-
cause it straddles both worlds with 
Amazon Web Services (AWS) offering 
private professional cloud services on 
the one hand, while the Amazon re-
tail platform allows the greatest pos-
sible sharing of consumer data on the 
other. This almost certainly contrib-
utes to the fact that the reservation of 
data misappropriation is constantly 
being revived.
Europe is now putting the brakes on 
the online platforms, under the lead-
ership of the EU Commissioner for the 
Interior, Thierry Breton. The Digital 
Services Act is intended to create a 

Privacy is the 
most unen-
forced right in 
Europe. 
Max Schrems
Austrian cyber-activist

Gaia-X and the Lawful Overseas  
Use of Data

High Noon
in the ClouD

n By Heinz-Paul Bonn
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basic service law for online platforms. 
It is formulated to update the provi-
sions of the 20-year-old e-Commerce 
Directive, which was created under 
the conditions that prevailed prior to 
the dot.com bubble when the mar-
ket-dominating platforms and busi-
ness models didn’t exist. 
Providers are already warning that 
the new etiquette rules could pos-
sibly lead to companies like Google, 
for example, not being able to display 
restaurant recommendations on its 
interactive area maps. This is because 
the Maps’ recommendations are 
based on an opaque algorithm that 
selects businesses according to crite-
ria that are anything but objective – 
which will not meet the conditions of 
the Digital Services Act. It’s still early 
days and this may not be the case as 
the Act is more likely to be directed 
against hate speech, fake news, and 
election influencing.
In the field of artificial intelligence, 
too, Europeans are trying to map the 
world anew with ethically motivated 
sets of rules. The EU is effectively 
repositioning itself between the 
western data capitalism of the USA 
and the eastern data communism of 
China. It is an attempt to regain a sov-
ereignty lost in the post-war order. 
This is also how the 14-page strategy 
paper of the German Social Demo-
crats is being seen in view of other 
issues such as the ongoing debate 
about the European role in the North 
Atlantic Treaty and the proposal of a 
“28th European Army” alongside the 
27 national armed forces.
Europe must first recover from its 
European nature. The attempts to 
create frameworks, first in Europe 
and then worldwide, are examples 
of this still-young, burgeoning, long-
ing for sovereignty. After all, the 
General Data Protection Regulation 
(GDPR) has already turned out to be 
an export hit and its content has been 
adapted and adopted in Japan and 
some Latin American countries. 
It’s unlikely the gunslinger will be 
driven off the main street by all 
this. Perhaps it’s more likely that the 
Mandarin will be the one to stand 
up to him…

certified, believes Blot. “The matu-
rity of cybersecurity requirements 
is still growing. For the first com-
panies that get a cybersecurity cer-
tificate, even if it is not mandatory, 
it will be a differentiator in terms of 
their offering and more companies 
will follow. It’s a trend seen in other 
areas [of the cybersecurity indus-
try].”
At the basic assurance level – which 
will cover consumer IoT – compa-
nies can self-certify, which is bound 
to limit its overall impact in terms of 
connected devices sold to consum-
ers. 
“The Cybersecurity Act is part of 
the solution but it’s well recognized 
that it’s only one piece of the jigsaw 
and, indeed, not the main solu-
tion,” says Rod Freeman, an inter-
national products lawyer at US law 
firm Cooley. “The Cybersecurity Act 
is important in providing a frame-
work for standards and for certifi-
cation but, on its own, that doesn’t 
really address the nub of the prob-
lem.” 

Adoption and Adaptation
Freeman believes that the ultimate 
goal is likely to be a new piece of 
horizontal legislation developed 
under the new legislative frame-
work (NLF), a package of measures 
that aims to improve market sur-
veillance and boost the quality of 
conformity assessments. This has 
been announced by the European 
Commission, though its eventual 
implementation is likely to be more 
than five years away. 
Apart from the introduction of a 
new law, the NLF framework itself 
will need to be adapted to address 
the entire life cycle of a device, in-
cluding security updates, vulner-
ability handling, and disclosure, 
because it currently only governs 
products at the time of sale. 
Given the extended timeline for a 
new law, there has been consider-
able pressure on policy makers to 
act sooner on consumer IoT. This 
has been driven by the member 
states, including the adoption of 
a resolution in late 2020 by 

from a national cybersecurity cer-
tification authority in each member 
country. 
Overall, the CSA will introduce a 
number of efficiencies. Having 
EU-wide certification will reduce 
fragmentation of certification, like 
the different schemes currently op-
erating in member states such as 
France, Germany, and the Nether-
lands (which currently carry out the 
highest number of certifications 
within the EU).
This will simplify things for busi-
nesses that offer cross-border ICT 
products and help companies make 
more informed decisions about the 
security of their suppliers and sup-
ply chains more generally, feeding 
into cybersecurity universally. For 
example, in the case of entities cov-
ered by the NIS Directive, sourcing 
products certified under the CSA 
will help give greater assurance as 
to the security of their overall net-
work. 
The introduction of CABs to handle 
“substantial”-level certifications will 
reduce the time spent by national 
organizations in covering such ac-
tivities, leaving them more time to 
concentrate on the “high”-level cer-
tifications, says Blot. 
Despite CSA certification being 
voluntary (this will be reviewed in 
2023), previous experience sug-
gests that certification will become 
more common as organizations be-
gin to use it to screen their suppli-
ers, meaning that vendors will see 
a competitive advantage in being 
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If one 
company is 
vulnerable, 

everybody is. 
Alexander Szanto

Cybersecurity research 
fellow at BIGS
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the European Council. Inaction 
by Brussels could push individual 
countries to bring into force na-
tional-level legislation, fragment-
ing the common market. 
That calculation has resulted in a 
move to use a delegated act from 
RED to activate provisions that re-
quire manufacturers of wireless de-
vices to fulfil cybersecurity require-
ments by protecting consumers 
from fraud and ensuring their pri-
vacy. Such a move is acknowledged 
to have numerous shortcomings. 
For a start, it will cover only Inter-
net-connected radio equipment 
and wearable radio equipment 
(estimated at around 75 percent of 
the connected-device market) and 
will not cover connected products 
that only use wires. In addition to 
excluding non-radio components 
(including processors), it won’t 
cover the life cycle of the product 
(patches) or require disclosure of 
vulnerabilities. 
Despite its shortcomings, the RED 
delegated act is seen as the fastest 
way to introduce a cybersecurity 
law in the short term, rather than 
having to wait for the development 
of a new horizonal law. Industry 
groups have identified these am-

biguities in what is to be covered 
but they also worry that the regu-
lations will introduce a mandatory 
set of standards and requirements, 
only for these to be superseded by 
a new law. 
“We are completely supportive of 
mandatory baseline requirements 
under horizontal legislation, or of a 
certification scheme [like the CSA] 
which is voluntary and is more of 
a market-driven mechanism,” said 
Alberto Di Felice, director for infra-
structure, privacy and security at 
Digital Europe. “What we’re seeing 
on the other end of the spectrum 
is the RED delegated act. We are 

far more skeptical about activating 
that instrument to target cyberse-
curity. The potential for overlaps 
and inconsistencies is huge.”
An important question is whether 
the delegated act will have coher-
ence with the new horizontal law, 
which the European Commission 
has indicated is its intention. Da 
Silva believes that the rules put in 
place by the RED delegated act will 
match up new rules at the horizon-
tal level that are coming, though 
overall the new horizontal law will 
be much broader in scope. 
Overall, there is recognition among 
industry groups of the need for 
comprehensive regulation govern-
ing cybersecurity – and even its 
inevitability, given that the alter-
native would be a high degree of 
fragmentation – but the hope is to 
avoid contradictory or unworkable 
rules and develop these within the 
NLF, where there is input from in-
dustry. 
Orgalim, a federation of European 
technology industry bodies, has 
called for horizontal legislation 
under the NLF. Christoph Luykx, 
its policy director, says that seeing 
such a request coming from in-
dustry may be surprising to a lot of 
people. “But it is precisely because 
we see a risk of fragmentation, 
the increased cost to produce and 
manufacture products, the confu-
sion for the manufacturers and con-
sumers, that is why we put forward 
a proposal for horizontal legisla-
tion,” he explains.
Coherent cybersecurity rules for 
the European marketplace can ulti-
mately help companies gain an ad-
vantage by allowing them to prove 
their credentials, both at home and 
abroad, believes Luykx. “If we get 
this right, and we are coordinated, 
and the cost and the bureaucracy of 
this is manageable, [manufacturers] 
can take cybersecurity into account 
from the development of a product 
to its rollout and during its lifetime. 
So, we really think this could be 
an added-value globally – but we 
need to do it right and there is still a 
lot of work to do.” 
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We really think 
this could be 

an added-value 
globally – but 

we need to do it 
right. 

Christoph Luykx
Policy director at Orgalim

A New Approach
To improve the internal 
market for goods and 
strengthen the condi-
tions for placing a wide 
range of products on 
the EU market, the new 
legislative framework was 
adopted in 2008. It is a 
package of measures that 
aim to improve market 
surveillance and boost 
the quality of conformity 
assessments. It also clari-
fies the use of CE marking 
and creates a toolbox 
of measures for use in 
product legislation.
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There’s no doubt that cybersecu-
rity is a complex topic to legislate. 
Given how fast-moving security’s 
components are, legislation is of-
ten too slow and cumbersome. 
Antonio Ramos, CEO of Leet Secu-
rity, a cybersecurity ratings agency 
based in Madrid and member of 
the Stakeholder Cybersecurity Cer-
tification Group (SCCG), says that re-
cent trends in legislation around cy-
bersecurity are, in general, positive. 
“Now cybersecurity is a ‘hot’ topic 
and politicians are aware of it,” he 
adds. Nevertheless, he is critical of 
the overall focus on certification 
and minimum requirements and 
would like to see more emphasis 
on risk management approaches. 
“We keep thinking about cyber-
security as something that can be 
standardized, which, by definition, 
is impossible. Cybersecurity is a risk 
management issue which depends 

How Much Cybersecurity Is Enough?

Standardization Versus
Risk Management 

on risk appetite, risk exposure, and 
many other things that make it im-
possible to define which is the right 
level of cybersecurity for every sin-
gle case. Certification is perfect for 
establishing a minimum level of re-
quirements to start doing business 
in a field, but then we should open 

the hand to offer other kinds of 
mechanisms that have proven use-
ful in other markets, such as rating, 
labeling, self-assessment, or audit-
ing,” he says. Rather than defining 
a list of security controls for every 
situation, an alternative approach is 
to define how to measure cyberse-
curity and then establish how much 
is needed in each case, suggests 
Ramos. “This approach is much 
more efficient and improves the ef-
ficiency of certification. In fact, this 
approach is the one that the Span-
ish Center for Protection of Critical 
Infrastructures (CNPIC) is using for 
the definition of the cybersecurity 
certification framework for critical 
operators. A scheme with differ-
ent levels against which operators 
can set certifications and then the 
Center decides which level is right 
depending on the criticality of the 
infrastructure,” he explains. 

Trusted Tool
Rating is an important 

tool for managing 
cybersecurity in the 

value chain. Third-party 
certification is the most 
frequently used mech-
anism for 63.4 percent 

of respondents.
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Define how to 
measure cy-
bersecurity and 
then establish 
how much you 
need.  
Antonio Ramos
CEO of Leet Security
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Interview

Fight Like Rocky! 

Pilz Automation, an industrial au-
tomation specialist founded in 1948, 
suffered a crippling cyberattack in 
2019. CEO Thomas Pilz talked with 
Smart Industry about how it feels to 
be a victim and what he thinks is the 
best way to defend against cyber-
criminals. 

What’s the difference between 
machine safety and industrial se-
curity?
It’s basically two sides of the same 
coin: one is safety, the other is secu-
rity. They look the same but they’re 
totally different.

How have IoT and Industry 4.0 
changed the focus of cybersecu-
rity?
They have caused a complete para-
digm shift. In the past, security only 
concerned office environments; 
now, it has become vital for OT [op-
erational technology] – the stuff that 
monitors and manages industrial 
process assets, as well as manufac-
turing and industrial equipment.

Pilz’s technology is not only used to 
make industrial plants safe but also 
appears in places like the London 
Eye, cable cars, and luggage con-
veyors. Tell us about some of your 
projects.

Our projects spread across all the 
industries you mentioned – and we 
haven’t even talked about the big-
gest one of all, which is ski lift manu-
facturing. The next time you’re in the 
Alps or the Rockies and you’re sitting 
in a Doppelmayr ski lift, please note 
we proudly supply the controls that 
make them carry you smoothly to 
the top. We also have our fingers in 
the food and beverage industry, just 
to name one. 

What about service robots, an area 
you recently entered?
Service robots assist either a human 
or another robot to perform dedi-
cated manufacturing tasks. This is 
an exciting field that’s only been 
around now for six or seven years. 
Currently, we are making it fit into 
everything from nursing homes to 
supermarkets or industrial welding, 
as well as into manual assembly sta-
tions. That’s what makes the field of 
service robots so fascinating.

One of your credos is “protect-
ing people from machines is not 
enough. Machines must also be 
protected from people.” Would 
you please explain?
Let me start with a statement from 
China’s president Li Keqiang, who 
said that without cybersecurity 
there is no national security. Break 
that down to the OT shop floor and 
it means that without cybersecurity, 
there is no machine safety. Unfortu-
nately, cybercriminals have found 
out that the Internet of Things and 
Industry 4.0 with their new and 
emerging IT infrastructures are 
prime targets. That’s why you now 
also have to protect your machines 
from cybercriminals.

Oddly enough, your own company 
was the victim of a widely reported 
cyberattack in October 2019, which 
involved a very sophisticated Tro-
jan horse and ransomware, which 
seems to prove that it can happen 
to anyone. What does it feel like to 
be the victim yourself? 

You feel like Rocky being punched 
in the face by the big Russian, falling 
down, getting back up again, and 
fighting on as hard as you can to win 
that bout. That’s how it feels.

In an interview, Susanne Kunschert, 
your sister and managing partner, 
said the company emerged from 
this disaster stronger than ever. 
How so?
We were forced to rebuild our IT 
infrastructure from scratch. We in-
troduced new ways of segmenting, 
we introduced technologies, and 
we switched to the cloud. That was 
a real game changer. We implement-
ed Microsoft Office 365, first on our 
smartphones and then on our new, 
hardened computers. Within only 
five weeks we were back up and run-
ning. It was a heck of a job but we 
succeeded. When the Covid-19 lock-
down came and the government 
imposed mobile work requirements, 
we were prepared from the get-go.

What can the readers of Smart In-
dustry learn from your experience?
First that functional safety is not se-
curity. Pilz is not a security company 
but we have learned a lot and are 
prepared to give expert security ad-
vice at the OT level. You need to get 
involved in security before you get 
hacked because, after all, the ques-
tion isn’t will you get hacked, but 
when. We work with a company that 
specializes in cybersecurity and that 
enabled us to hit back hard. 
The second lesson is to work with 
your local law enforcement authori-
ties. They have really good networks 
themselves and, in our case, the 
German police, Europol, Interpol, 
and the FBI worked together to take 
down the group that devised the 
shield under which it penetrated our 
systems undetected. 
Finally, the third lesson is that, today, 
crime is a service; it’s a business mod-
el that thrives on ransom payments. 
So, don’t pay up – ever! The criminals 
need the money and, if we dry up 
the flow, it becomes uneconomical.
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We were forced 
to rebuild our 

IT infrastructure 
from scratch!

Thomas Pilz
CEO of Pilz Automation
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Campus Networks 

Build Your 
Own 5G 

Operating a private campus network offers several advantages and will help improve 
production and enable factory automation. There are three options for building  
a 5G campus network: self-build and operation; using a network service provider  
offering a private campus network as a service; or contracting a mobile network  

operator offering a 5G VPN by slicing their public network.
n By Gerhard Kafka

P
rivate campus networks are 
designed and deployed by 
enterprises to optimize or 
enable business processes. 

Broadly, there are three drivers to 
deploy a private 5G network: to 
guarantee coverage, gain network 
control, and to meet a performance 
profile. Coverage will need to be im-
proved in locations with harsh radio 
frequency (RF) or operating condi-
tions or in remote areas where public 
network coverage is limited or non-
existent. Control is required to allow 
configurations that are not support-

ed in a public network to be applied. 
Security and data privacy are also 
important controls and the need to 
retain sensitive operational data on-
premises is crucial to high-tech in-
dustrial companies. Even though 5G 
has a clear performance advantage 
over LTE and Wi-Fi in cyber-physical 
industrial systems, maintaining per-
formance profiles for demanding ap-
plications is still a requirement.
A January 2021 report by the Global 
Mobile Suppliers Association (GSA) 
has identified 37 countries or ter-
ritories with private network de-

ployments based on LTE or 5G, or 
at least with private network spec-
trum licenses deployed. In Germany, 
for example, the frequency band 
from 3,700 MHz to 3,800 MHz is re-
served for local and regional 5G net-
works. The Federal Network Agency 
(Bundesnetzagentur), the German 
regulator, reported in December 
2020 that 108 licenses for local 5G 
networks had been allocated.
A joint report from ABI Research and 
Ericsson, Smart Manufacturing and 
How to Get Started, explains the eco-
nomic effects on return on invest-

Continuous 
innovation is 
part of our 
corporate DNA. 
Soeren Stark
Lufthansa board member

Smart Business Campus Networks
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ment (ROI) for factories. Deploying 
dedicated, cellular-enabled Industry 
4.0 solutions can generate opera-
tional cost savings ROI of between 
10 and 20 times over five years. In 
aggregate, these solutions can gen-
erate 8.5 percent in operational cost 
savings, which equates to $200 to 
$600 per square meter per year for a 
factory or industrial site. 
Marc Sauter, head of mobile private 
networks for Vodafone’s business di-
vision, believes, “It is possible to have 
a million private networks by the 
end of the decade. In Europe alone, 

Technik can inspect individual en-
gine parts collaboratively over the 
fast video link.
Soeren Stark, an executive board 
member responsible for technical 
operations, logistics, and IT at Luf-
thansa Technik, says, “Continuous 
innovation is part of our corporate 
DNA and this is what drives us to 
constantly try out new approaches. 
The first application cases already 
impressively demonstrate the valu-
able contribution 5G technology can 
make to the aviation industry. It will 
also pave the way for numerous in-
novations at Lufthansa Technik that 
will benefit our company, our em-
ployees, and our customers.”

The Challenge  
of Augmented Reality
How will 5G degrade when passing 
through aluminum alloy and carbon 
fiber? The challenge with the aug-
mented reality system is to display 
the 3D overlays and give precise, near-
real-time guidance to the technicians 
on how to fit cabling and cabin furni-
ture as they make their way through 
the fuselage. The crew uses beam 
forming to direct the stream via the 
antenna to the tablets in the hands of 
the technicians, and the transfer per-
formance hits 1.2 Gbps outside the 
hull and 800 Mbps inside it.
The 5G network has kept Lufthansa’s 
MRO services business humming 
through 12 months of the Covid-19 
pandemic, when consultations with 
airlines about engine maintenance 
and aircraft cabin refitting were 
forced to go online.

we have about a million companies 
that could benefit from private mo-
bile networks – with most in manu-
facturing, along with logistics and 
warehousing, utilities, oil and gas, 
and increasingly in health care.”
The first stand-alone private net-
work in the aviation industry has 
been installed in Hamburg at Luf-
thansa Technik. Together with ser-
vice partner Vodafone and tech-
nology partner Nokia, Lufthansa’s 
repair, maintenance, and overhaul 
(MRO) group is operating a com-
plete, self-sufficient 5G network 
covering the core and servers all the 
way to the antennas. The system is 
based on the 5G standalone (SA) 
standard. Lufthansa can configure 
the network as required, such as 
specifying the relationship between 
upload and download rates. “He 
who relies today on new technolo-
gies will stand in front tomorrow,” 
predicts Hannes Ametsreiter, CEO of 
Vodafone Deutschland.
One application in use is called vir-
tual inspection, where the hyper-
fast wireless connectivity enables 
its civil aviation customers to have 
engine parts inspected remotely. A 
high-definition video link connects 
customers directly to the overhaul 
shop floor, improving efficiency and 
operational performance. Before the 
virtual link, customers had to travel 
to Hamburg with their components, 
which meant that engines were 
completely disassembled for inspec-
tion. With the new system, Lufthansa 

A Good Look 
Engine parts inspection 
using video stream.
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Out of the Box 
The Vodafone RedBox 

offers industrial customers a 
complete 5G network.

29

028-031 Campus Networks_korr.indd   29 20.05.21   22:48



so
ur

ce
 ©

: L
uf

th
an

sa
 T

ec
hn

ik

so
ur

ce
 ©

: D
eu

ts
ch

e 
Te

le
ko

m

Mercedes-Benz Cars and Telefónica 
Deutschland have deployed the 
world’s first 5G campus network at 
the flagship Sindelfingen car manu-
facturing plant, near Stuttgart. “In 
Factory 56 we are significantly in-
creasing flexibility and efficiency in 
comparison to our current vehicle 

assembly halls – without sacrificing 
our quality,” says Ulrike Graze, the 
Mercedes-Benz manager respon-
sible for Factory 56. The unit cov-
ers 220,000 square meters, which 
equates to about 30 soccer fields. 

Industry 4.0 Becomes  
Reality at Last 
A core element of the new produc-
tion facility – an all-digital, flexible, 
“green” factory – will be the 5G cam-
pus network installed by Telefónica 
Deutschland and O2 in cooperation 
with network equipment supplier 
Ericsson. The mobile communica-
tions mesh will connect machines 
and systems intelligently, securely, 
wirelessly, and in real time. The net-
work is used in ongoing automobile 
production at Mercedes-Benz.
“With 5G, the concept of Industry 
4.0 becomes reality. The Mercedes-
Benz Cars plant in Sindelfingen is 
setting innovation standards here. 

The new 5G mobile communica-
tions standard is impressive with 
particularly fast data transfer rates, 
very high accuracy, and short de-
lay times. 5G is becoming a huge 
efficiency lever in robotics, in the 
connection of production facilities, 
and, thus, in industry as a whole,” 
says Markus Haas, CEO of Telefónica 
Deutschland/O2.
Mercedes-Benz is optimizing ex-
isting production processes in its 
plant with the help of new features, 
including data linking for product 
tracking on the assembly line. With 
a separate in-house network, all pro-
cesses can be optimized and made 
more robust and, if necessary, adapt-
ed at short notice to meet prevailing 
market requirements. Furthermore, 

Something for Everyone
Campus Networks are  

exclusive mobile networks for a 
defined local campus, a  

university, or individual buildings.

Augmented Reality 
Cabin completions  
showing 3D design 

of a cabin interior 
in an empty aircraft 

fuselage.

Smart Business Campus Networks
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5G links production systems and 
machines together in an intelligent 
manner, thereby supporting the ef-
ficiency and precision of the produc-
tion process. A further benefit is that 
sensitive production information is 
not exposed to third parties.
Other German car manufacturers, 
such as Audi, BMW, Porsche, and 
VW, have also decided to deploy 5G 
campus networks – not to forget the 
electric-car maker e.GO in Aachen 
pioneering mobile edge computing 
and network slicing. 

Hanover to Host  
5G Exhibition Center
In partnership with Deutsche Tele-
kom, Deutsche Messe is gradually 
transforming its exhibition grounds 
into an innovative multifunctional 
campus. Deutsche Telekom is en-
suring high-performance 5G cov-

erage over an area of 1.4 million 
square meters, implementing the 
campus network as a hybrid one. 
The showground will eventually 
have a private network that trade 
fair organizers and exhibitors can 
use for their applications. At the 
same time, attendees have com-
prehensive coverage through the 
public 5G network which covers the 
exhibition area. 
With the 5G expansion, the Hanover 
site will be one of the largest 5G 
campus networks in Europe in terms 
of area. Initially, Deutsche Telekom is 
equipping five halls and the entire 
outdoor area, including adjacent 
parking lots, before moving on to 
all 30 halls and buildings. The aim 
is to create a unique test field for 
5G where technology leaders from 
a wide range of industries can test 
their solutions.

“For Deutsche Messe, the early deci-
sion to have its own 5G campus net-
work covering the entire exhibition 
center is a strategically important 
step. We are thus offering exhibi-
tors and guest organizers of all trade 
fairs in Hanover the opportunity to 
present their 5G-enabled products, 
solutions, and applications live to an 
international audience,” said Jochen 
Köckler, chairman of the Deutsche 
Messe board.
Siemens is also playing a role in this 
development. As one of the key 
exhibitors at the Hanover Messe, 
Siemens is setting up a private 5G 
campus network, with a focus on in-
dustrial use, in one of the exhibition 
halls. The network can be used by 
exhibitors during trade shows and, 
outside of trade show times, it can 
be used by companies for tests and 
field trials.
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Rapid Growth
True 5G deployments 
of campus networks are 
predicted to reach one 
million by 2030.
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5G Is Fair Game
The Hanover 

Fairground is being 
transformed  

into an innovation  
campus.

A Network Is Born
The cornerstone 

ceremony for the 
new Mercedes-Benz 

Cars assembly hall 
in Sindelfingen was 

attended by Winfried 
Kretschmann, Minister-

President of Baden-
Württemberg.
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This model of 
connecting 
things is com-
pletely crazy! 
Michael Moorfield
Director of Product 
Truphone Ltd.

eSIMs

The Great IoT  
Connectivity Lockdown 
When you move house your devices go with you. It’s not so simple  
in the global communications world but eSIMs promise  
to break through the barriers that tie us down.
n By Michael Moorfield

W
ith many of us around 
the world currently 
locked down in our 
homes, it’s easy to 

find time to look around and see 
how many of your devices are cur-
rently connected to the Internet. 
Maybe it’s your home computer, 
gaming console, laptop, your TV, 
children’s tablet, smart speaker, 
mobile phone, watch – or even your 
vacuum cleaner and doorbell.
Now consider this: what if each of 
those devices had to be specifi-
cally made to order for it to work in 
your home network? What if all of 
them were locked forever to your 
current home network and service 
provider? If you ever decided to up-
grade your network, move to a new 
house, give a device to a friend, or 
leave the country, all these products 

you paid good money for would no 
longer work.
This would be ridiculous. As cus-
tomers, we wouldn’t accept it and 
any connected future where mas-
sive numbers of IoT connections 
could thrive would be a pipe dream. 
For any product that supports Wi-Fi, 
this isn’t a real problem today. We 
all know and rely on the fact that 
you can configure Wi-Fi network 
settings and get things connected 
when your situation changes.
Now, let’s think about outside 
the home. More and more things 
around us are getting connected to 
the Internet. Cars, streetlights, pol-
lution sensors, traffic monitoring, 
security systems, online delivery 
lockers, health monitors, parking 
garages, energy meters, trackers 
for goods, pets, or your motorbike. 

All these things are getting smarter 
and more connected and they all 
seek to leverage the ease of use, 
security, and wide availability of 
mobile networks to make it happen.

Many Devices Remain 
Locked into a Network
For many of these products, the 
reality of how easy it is to change 
networks is very different. These 
newly connected things will remain 
locked to a specific mobile network. 
Forever. They have been specifi-
cally manufactured and configured 
to only ever work with one specific 
mobile network provider.
To me, this model of connecting 
things is completely crazy. This 
level of commitment requires noth-
ing short of a crystal ball to know 
whether these products will work 
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With the addition of 
the eSIM

 on Apple’s and An-
droid smartphones, 

there has been 
huge growth in 

eSIM-enabled con-
sumer devices. Today, 

mobile providers are 
almost required to 
provide support to 

customers who want 
to take advantage of 

features such as Dual 
SIM and connectivity 

management.
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first time when in the hands of 
customers and continue to work 
long into the future. If you happen 
to be wrong, you know the cost to 
change it will be immense.
A key reason for this method of 
connecting things lies in the little 
old SIM card. It’s critical for secure-
ly connecting billions of devices 
around the world to mobile net-
works. All these new connected 
products require a SIM card to be 
pre-integrated into devices or in-
cluded somewhere along the sales 
and distribution chain – and once 
it’s there, it stays forever.
It is clearly untenable that the tra-
ditional SIM card be used for scal-
ing billions of connected devices 
around the world and forcing them 
to be locked to a specific connectiv-
ity provider for their lifetime. It’s for 

this reason that the Global System 
for Mobiles Association (GSMA) de-
veloped the worldwide standards 
for eSIM in the first place. Its focus 
has been to create a smart, rewrit-
able chip that can be as secure as 
a normal SIM card but allows over-
the-air control of a device’s connec-
tivity. Breaking the network-to-de-
vice lockdown without needing to 
be physically there. By using eSIMs, 
customers have the flexibility to se-
lect a contract with their preferred 
supplier with the confidence that 
their devices will remain operation-
al even if the connectivity contract 
expires or fails.
But if it’s so flexible, where are all 
the eSIMs? In practice, their true 
benefits are not being felt in the 
Internet of Things. Many in the in-
dustry are still being locked out of 
using them. Whether network pro-
viders are unable to support them 
or costs are prohibitively expensive, 
for many, the promised land of eSIM 
is being hollowed out.

Building Up Walls Instead 
of Tearing Them Down
Despite the continued work in tight-
ening standards to explicitly pro-
mote interoperability, there is wide 
evidence of devices being made 
every day that will remain locked 
to a specific network provider for-

ever. In the latest consumer devices 
such as the Apple iPad and iPhone 
the tide is turning. Customers can 
easily download a mobile plan of 
their choosing over the air and get 
connected using eSIM without the 
need for an actual SIM card from 
a network provider – or a lifelong 
commitment. For many other IoT 
devices this is still far from a reality. 
It’s unfortunate that, in a moment 
where openness and interoperabil-
ity have never been more crucial to 
unlocking revenue, crucial players 
in the industry have responded by 
building their walls higher, instead 
of knocking them down.
The standardization of eSIM has 
paved the way to breaking down 
major barriers in connecting de-
vices to mobile networks. It makes 
connecting new things easier than 
configuring your Wi-Fi password at 
home and provides users with the 
confidence and assurance that they 
will remain connected long into the 
future, whatever happens.
When it comes to connecting things 
to mobile networks, eSIM is the cat-
alyst for change – we simply cannot 
reach the full potential of the IoT 
without it. Predicting the future is 
hard. Forever is a big ask from any-
one and you would be right to fear 
such a commitment. Don’t wed 
yourself to one option.
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Predictive Manufacturing 

The Future of 
Making

Predictive maintenance, using IoT to anticipate and prevent breakdowns  
by collecting and analyzing machine data, has been gaining momentum  

in recent years. Based on its successes, some innovators are applying  
the same kind of thinking to entire manufacturing operations  

and are even aiming to tie in visibility on the supply and demand sides.
n By Allan Earls
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I
n manufacturing, predictive an-
alytics generally refers to gath-
ering data about a machine set-
ting or process and continually 

analyzing that data, explains Mark 
Wheeler, director of supply chain 
solutions at Zebra Technologies. “By 
monitoring the data on a regular 
basis, the manufacturer is in a posi-
tion to correct an anomaly before 
it actually impacts product qual-
ity, yield rate, or some other critical 
outcome,” he adds. By identifying 
and tracking individual items, if an 
out-of-spec condition is detected, it 
can be isolated to a specific piece of 
equipment for attention and a spe-
cific set of parts for inspection and 
rework. 
“Information volume is at the core 
of achieving system, process, equip-
ment, or functional predictability,” 
says Saurabh Mehta, global head 
of markets, manufacturing, and 
logistics at Cognizant, an interna-
tional business consultancy. Higher 
volumes of data make it possible to 
build predictive models based on 
longer and more dependable his-
tory. As an example, Mehta explains 
that the data related to product-
quality problems under different 
operating conditions can be im-
mensely helpful in building models 
that can then be related back to the 
design and manufacturing process. 
Tracking back in this way enables 
manufacturers to predict potential 
quality catastrophes before they 
happen. 
Data accuracy is directly propor-
tional to the level of confidence 
one can place in the decision pro-
cesses based on the models that are 
built. As an example, the accuracy 
of physical or work-in-progress in-
ventory capture would make the 
decisions about line planning much 
more dependable. “In the process 
industry, this accuracy would help 
build models that … would help 
minimize the off-spec or waste, thus 
improving overall process yield,” 
Mehta says. 
Based on things like existing root 
cause analysis practices, predictive 
manufacturing models help in 
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avoiding quality problems or ma-
jor impacts and offer the ability 
to clearly define conditions under 
which quality problems most fre-
quently occur. This enables manu-
facturers to clearly spec out their 
products and protect themselves. 
“A good example of this is a proper 
maintenance schedule that avoids 
significant damage for equipment 
whose components are known to 
fail after 5,000 hours of operation 
in defined ambient conditions,” he 
says. 
“Overall, the advent of predictive 
capability from a quality perspec-
tive not only provides engineering 
teams with the ability to correct 
quality problems during design 
phases but also makes them com-
pletely aware of the conditional 
quality problems that cannot be 
resolved, thus making the designs 
more reliable,” Mehta adds.

Putting Predictive to Work
An example of an organization on 
the path to predictive is Alpla, a 
manufacturer of plastic packaging 
for brands like Coca-Cola and Uni-
lever. The company uses Crate’s IoT 
Data Platform to analyze data from 
tens of thousands of sensors. Pro-
cessing is done in the cloud and a 
central control room monitors plant 

performance at local and remote 
facilities. From these insights, Al-
pla can identify trends at an earlier 
stage and its machine operators can 
be guided quickly to make neces-
sary adjustments.
According to Mehta, the concepts 
of predictive manufacturing need 
to be applied in the contexts of the 
application or challenge, the larger 
business needs, and the extent of 
the potential impact. For example, 
the application of deep learning 
techniques to ensure a precision 
cutting process may be of less value 
than a simple measurement or con-
trol system. However, using deep 
learning is appropriate to predict 
quality variations given the com-

plexity of the problem, as well as the 
magnitude of downstream impact. 
“Application of predictive manufac-
turing efforts without the context 
of the application and its larger 
business impact results in being 
either ineffective or over-effective,” 
he says. “The other important point 
to remember is to align the predic-
tive manufacturing efforts to larger 
organizational digitization or trans-
formation needs. Without that, the 
business benefits would not be 
proportionate to the effort and the 
traction would be lost.”

An Organizational Tune-up
Predictive capability can have a di-
rect impact on productivity and can 
also help operators to work more ef-
ficiently. This may lead to the use of 
alternative materials in the design 
of a product – like composites, dif-
ferent types of lubricants based on 
conditions of use, or warranty pa-
rameters that provide heavy equip-
ment fleet operators with guidance 
on how to manage their fleet and 
extend the life of key consumables. 
 “Enterprises have traditionally been 
challenged with converting real-
time, historic OT [operational tech-
nology] data from legacy systems 
into higher-level IT insights,” notes 
Keith Higgins, VP of digital trans-
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Where Are Your 
Assets?
Bluetooth smart bea-
cons like these from 
Zebra Technologies 
offer real-time tracking 
and management 
of goods in complex 
logistical operations, 
including on-demand 
information about 
location and status of 
assets.
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Investment 
in predictive 

manufacturing 
may require 
some vision. 

Saurabh Mehta
Global head of markets, 

Cognizan

Smart Business Predictive Manufacturing
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AIoT solutions at AspenTech. This 
new field is seeing the combina-
tion of AI with IIoT to enable the 
next generation of industrial AI 
infrastructure, allowing organiza-
tions to achieve more efficient IIoT 
operations and seamless human–
machine workflows, to harmonize 
industrial data management, and 
the ability to transform raw 

emerging technologies like 5G and 
Wi-Fi 6, it will be easier and cheaper 
than ever to gather new data from 
your operations. Around my organi-
zation, we talk about implications of 
the ‘Three Vs’ of big data – volume, 
velocity, and variety.” He adds that 
Intel sees increased volumes of data 
being collected at increasing rates, 
coming from a variety of sensors 
(and linked systems). Luse notes 
that this can create both opportu-
nities and new problems: “The ‘gar-
bage in, garbage out’ concept holds 
true, and not all data is equally im-
portant, however it’s still important 
to gather as much data as possible 
to use it to dynamically discover ac-
tionable insights.”
With all that data and so many 
analytical activities, the rise of the 
Industrial Internet of Things (IIoT) 
is giving impetus to a new digital 
solution category – the Artificial 
Intelligence of Things (AIoT), says 
Bill Scudder, general manager for 

formation at Rockwell Automation. 
Data produced on the factory floor 
needs to maintain its rich context 
(such as process conditions, time 
stamps, machine states, and other 
production states) to provide maxi-
mum insights to factory staff. 
He notes that aggregating the 
data generated by machines in 
processes previously required 
significant manual effort and the 
pulling of information from many 
disparate sources. “By implement-
ing advanced analytics software, 
including machine learning, within 
their manufacturing systems, orga-
nizations can automatically capture 
high-speed, contextualized OT data 
from industrial controllers in real 
time and generate predictive in-
sights and operational excellence 
across their enterprise,” he says.
Data creates new opportunities and 
some complexity challenges as well. 
Jonathan Luse, general manager of 
Intel Industrial Solutions, says, “With 

Teaching AI 
One of the real 
strengths of machine 
learning is that there 
are different types of 
learning algorithms 
which can be used, 
including supervised, 
unsupervised, and 
reinforcement.
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Data creates 
new opportuni-

ties and new 
challenges. 

Jonathan Luse
CEO at Intel Industrial 

Solutions
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data into tangible business out-
comes rapidly, he says.
The concept of predictive manu-
facturing effectively extends an 
enterprise digital strategy. It should 
help reduce costs, increase quality 
and throughput, and prepare the 
organization to be more agile, says 
Naren Gopalkrishna, digital product 
manager at GE Digital. As the orga-
nizations mature in their predictive 
manufacturing journey, several 
other aspects of optimization are 
driven forward, such as predicted 
observations and prescriptive ac-
tionable insights. 
Organizations need to have a cer-
tain level of digital transformation 
maturity to successfully implement 

the predictive manufacturing con-
cept. “The digital strategy should 
align with the larger manufacturing 
strategy and it should also consider 
the business problems that must be 
addressed,” says Gopalkrishna, add-
ing that the IT and OT teams need to 
work together.

Predicting the Downsides 
At Cognizant, Mehta’s view is that 
predictive manufacturing is a 
strong concept but implementation 
is often lacking in terms of provid-
ing sufficient volume, granularity, 
quality, and information accuracy. 
As an example, a temperature mea-
surement at the output of a process 
can be effectively used to control 

quality in real time, avoiding quality 
issues by retrospectively analyzing 
the data. Lack of appropriate mea-
surement (sensory) and/or intake 
frameworks would lead to the ab-
sence of this data, or the inability to 
use it even if it’s measured. 
Zebra’s Wheeler says predictive 
manufacturing may require invest-
ment in visibility infrastructure to 
provide real-time data plant-wide. 
“Justifying this investment may 
require some level of vision of the 
broad uses and value of leveraging 
this visibility,” he adds.
Mats Samuelsson, CTO at Triotos, a 
company that builds overlay solu-
tions on the Amazon Web Services 
(AWS) IoT cloud platform, sees the 
combination of better ways of col-
lecting and processing data from 
new IoT technologies, plus im-
provements in machine learning, 
analytics, and AI, as a game chang-
er. “They will certainly be combined 
with integration of existing and new 
control technologies for steady im-
provements in how manufacturing 
and production are planned and 
operated,” he says. “The question 
is which strategies enterprises will 
embrace to cost-effectively seize 
the opportunities, such as predic-
tive manufacturing, that IoT is mak-
ing possible,” he concludes.

Manufacturing  
in the Cloud
Embedded connected prod-
uct monitoring enables data 
monitoring and analytics, 
administration, IoT device 
provisioning, and network 
operations through a single 
embedded board from a 
cloud platform.
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The Artificial 
Intelligence of 
Things trans-
forms raw data 
into business 
outcomes.
Bill Scudder
General manager for AIoT 
solutions at AspenTech
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IoT is making 
predictive 

manufacturing 
possible.

Mats Samuelsson
CTO at Triotos
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Industrial Solutions
Across Edge and Cloud

The world is constantly changing, demanding continuous innovation from the cloud to the edge.

The rapid growth of artificial intelligence is producing unprecedented amounts of data, 
leaving some factory systems with longer lifecycles struggling to keep up. 

You need Xilinx.

Today’s Industry 4.0 applications demand a new approach to embedded computing. 
One that seamlessly powers intelligent assets in harsh environments and handles evolving 
complexity with ease. That’s our Adaptive Platform, and it’s redefining the way the world 
thinks about accelerated computing at the edge.

Market leaders trust us to help them deploy products that anticipate 
and adapt to future market needs.

Xilinx. Building the Adaptable, Intelligent World.

www.xilinx.com/applications/industrial.html
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IoT Security

Identity of things
Every device, app, service, and interface in IoT needs its own identity,  

which operators can use to track and analyze activity. This is not  
only used to identify problems but also to protect the systems from attacks,  

attempted fraud, and espionage.
n By Oliver Schonschek

Martin Kuppinger Mark Child

Romain Fouchereau Bernhard Schaffrik

Smart Business IoT Security
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T
he more you have, the more 
you get: identity plays a key 
role in securing IoT, and the 
number of digital identities 

to manage tends to grow exponen­
tially – many more than existing 
identity and access management 
(IAM) systems need to support, says 
the IoT Working Group at Cloud Se­
curity Alliance.
The security industry is changing 
and IAM is no longer solely con­
cerned with managing people 
but also managing the hundreds 
of thousands of “things” that may 
be connected to a network. Some 
practitioners have begun to refer to 
this new identity ecosystem as the 
Identity of Things.
Smart Industry asked leading analyst 
firms about the importance of iden­
tity management, the major chal­
lenges, and the ways to implement 
identities for IoT.

Every device, app, service, and in-
terface in IoT needs its own iden-
tity. Why is that?
Martin Kuppinger, KuppingerCole 
(KC) An IoT device will need to in­
teract and communicate with other 
devices, applications, or services of 
some kind to be useful. It’s impor­
tant to trust that these IoT devices 
can prove they are what they claim 
to be, or represent. Otherwise, hack­
ers could use these IoT devices to 
attack other devices, applications, 
or the services they interact with, 
as well as the data transmitted from 
these devices, which could be stolen 
or compromised.
The first step in an IoT trust rela­
tionship is the ability of an entity to 
identify and prove itself through the 
act of authentication. Any kind of 
device needs a unique identifier, if 
only to differentiate it from another 
one.
For large fleets of IoT devices this is a 
basic operational requirement – de­
ployment, maintenance, monitoring 
of IoT devices is impossible without 
unique identities. Data generated by 
IoT sensors is much less useful with­
out identifying where it comes from.
Most use cases require this data to 

access a secure site or to sabotage 
production operations.

Bernhard Schaffrik, Forrester Re-
search (FR) The elements of IoT sys­
tems perform a variety of actions 
while accessing sensitive corporate 
data. Therefore, they actually rep­
resent a kind of identity, albeit non-
human.
Managing all IoT assets like identities 
allows the application of known ad­
ministration processes to ubiquitous 
IoT assets. If you don’t know how 
many software bots, physical robots, 
or IoT devices are connected to your 
network, and how many of these 
devices store or interact with critical 
data, you expand your threat sur­
face, leading to unmanaged zombie 
accounts that malicious actors will 
use to carry out attacks. This usually 
leads to reputational damage and 
financial loss.

What are the use cases for IoT iden-
tities in security and for IoT analyt-
ics?
IDC Implementing IoT security, spe­
cifically device identity, allows 

be tamper-proof and not forged by 
attackers and, for most cases, these 
identities must be based on cryp­
tography. Provisioning large IoT sys­
tems with reliable, unique, secure 
standards-based identities is a major 
challenge at the moment.

Mark Child, IDC  IoT devices commu­
nicate with core systems in countless 
ways, whether it’s physical access 
systems checking credentials, ware­
house scanners updating inventory, 
or temperature sensors communi­
cating with industrial control sys­
tems.
These connected devices typically 
do not have the same robust se­
curity associated with operating 
systems for PCs or servers and, as a 
result, they may be targeted by hack­
ers as an entry point through which 
to penetrate the network.
In some cases that may be the 
hacker’s goal: as an entry point and, 
possibly, as an egress route through 
which corporate IP may be exfil­
trated. In other cases, looking at the 
examples above, the aim might be 
to allow unauthorized personnel to 

IoT devices 
communicate 
with core sys-
tems in count-
less ways. 
Mark Child
IDC

Now You See Me, 
Now You Don’t

In IoT, identities must 
be based on cryptog-

raphy. Provisioning 
large IoT systems 

with reliable, unique, 
secure standards-

based identities is a 
major challenge at 

the moment.
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IoT Devices under 
Heavy Attack

Rising numbers of 
attacks, often widely 

reported in the 
media, have driven 

many IoT device 
manufacturers to 

implement more ro-
bust security controls 

in their products.

Organizations 
focus today  
on human 
instead of 
on machine 
identity. This 
needs to 
change! 
Martin Kuppinger
KuppingerCole

the organization to put authentica­
tion and access controls in place, 
ensuring that the system recognizes 
the device and that communication 
from the device is legitimate.
Baseline behaviors can be estab­
lished for each device and, through 
analytics, the system can seek to 
detect anomalous behavior. The 
system can then trigger an alert for 
a human controller to check the de­
vice or request, or it can trigger an 
automated response, quarantining 
or isolating the device to prevent the 
transmission of malware to the orga­
nization, or the exfiltration of data 
from the organization.
FR Because most deployed IoT assets 
act like network-accessing comput­
ers, the whole management life cy­
cle has to be applied to them as well: 
from discovery to monitoring, com­
pliance, and retirement. Not know­
ing your landscape of IoT assets car­
ries comparable risks to not knowing 
your application landscape.
Beyond the operational risks, at 
some point you will need to clean 
up your IoT landscape. Who wants to 
embark on collecting, documenting, 
and consolidating all these assets? 
Why repeat the same old mistakes 
we made with IT asset, architecture, 
and configuration management?

What is the current situation with 
IoT identities? Are IoT implementa-
tions lacking identity solutions?
KC There is a wide range of IoT types 
that sense or actuate something sup­
porting personal, enterprise, and in­
dustrial use cases. Thus, there is little 

consensus on IoT identity standards, 
only a set of best practices depend­
ing on the type of IoT being used.
I would argue that many IoT projects 
try to use existing solutions for IoT – 
the obvious one is using public key 
infrastructure (PKI). Unfortunately, 
traditional PKI architectures don’t 
scale well for large IoT deployments. 
Also, provisioning each device at 
manufacture time is a tedious pro­
cess, so some vendors are offering 
ways to turn physical devices into 
cryptographic material, like physi­
cal unclonable functions based on 
variations in semiconductors.
Depending on the IoT device’s type 
and capabilities (for example, CPU or 
storage type), the identifier can also 
range from an embedded identity, 
such as a serial number or certificate 
that is inserted in the device dur­
ing manufacturing, to a hardware 
embedded secure element, like 
a Trusted Platform Module (TPM) 
cryptoprocessor. For devices that 
can’t accommodate these embed­
ded options, less secure methods are 
sometimes called for, such as analyz­
ing environmental and behavioral 
characteristics, or a combination of 
one or more device characteristics, 
to coarsely identity it.
Although these methods are mostly 
proprietary, vendors do often offer a 
standardization layer on top of them, 
for example through the use of pub­
lic key infrastructure mechanisms to 
provide a strong, unique, and immu­
table identity. Other vendors focus 
on creating their own cryptographic 
architectures better suited for large-

scale deployments or on offering 
more fine-grained access manage­
ment through cryptography.
Organizations focus today more on 
human identity than IoT/machine 
identities. This needs to change. 
5G will be a major driver for much 
wider deployments. The slow-but-
growing list of platforms or IoT-as-
a-Service solutions will help with 
the management of IoT fleets. Un­
fortunately, there doesn’t seem to 
be a lot of effort in standardization 
and interoperability across differ­
ent platforms. Perhaps we should 
look at organizations like Kantara 
for interesting developments, rath­
er than Amazon Web Services or 
Microsoft.

IDC We see a huge spectrum [of 
identity solutions]. Rising numbers 
of attacks, often widely reported 
in the media, have driven many IoT 
device manufacturers to implement 
more robust security controls in their 
products.
Organizations, particularly those in 
critical infrastructure sectors that 
have frequently been targeted, 
are much more aware of the secu­
rity risks and vet their suppliers more 
closely, often including security cri­
teria in their requests for proposal. 
There is a push for standards, par­
ticularly on mature western markets. 
This may represent the thin end of 
the wedge, however.
Connected consumer devices, ev­
erything from headphones and 
baby monitors to fridges, TVs, and 
even sex toys, are frequently shipped 
without any significant security built 
into them. For manufacturers, pro­
duction costs, time to market, and 
profit margins are the business im­
peratives and, to them, security rep­
resents a cost.
Three things can change this. First, 
the implementation of strict stan­
dards and certifications. However, 
this is very challenging to roll out 
universally, particularly given the 
huge spectrum of devices being 
developed with Internet connectiv­
ity. Second, pushback from custom­
ers impacting demand but, when 

Smart Business IoT Security
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Conduct annual 
security training 

for IoT asset 
owners and 

operators. 
Bernhard Schaffrik

Forrester Research

it comes to the consumer market, 
there is typically insufficient aware­
ness to drive a sufficiently robust 
response to impact a manufacturer 
and cause it to improve its product. 
Third, the widespread reporting of 
hacked devices in the media – how­
ever, by then, in most cases it’s al­
ready too late.

FR We are observing the whole 
spectrum from very sophisticated 
identity solutions implemented for 
IoT systems, to not even considering 
leveraging them for a company’s IoT 
system.
One frequent question is if an exist­
ing IAM solution can be reused to 
secure IoT assets. The answer is that, 
while you can leverage your exist­
ing IAM platforms where possible, 
new tools and approaches will be 
required to bridge the gap between 
human and nonhuman identities. 
For example, in contrast to humans, 
machines never sleep and high-
volume, high-velocity cryptographic 
key management becomes over­
whelming; ID platforms or ID-as-a-
Service might not be optimized for 
IoT identities.

How can we build IoT identities? 
What are the major challenges?
IDC Network access control (NAC) 
that enables organizations to gain 
visibility of devices, manage authen­

■ Use Cases for IoT Identities
• �IoT identity visibility (for example, IoT discovery on networks or PKI certificate 

management)

• �Device management life cycle, from device registration to end-of-life or removal

• �Device and platform security – encryption of communications and data, authentication  
to other IoT devices, applications, or services, validation/authorization  
(from access key information to identifying device permissions)

• �Integration protocols and standards (including real-time APIs, representational state 
transfer, MQ telemetry transport)

• �Monitoring of devices

• �Compliance (data privacy and other standards or regulations)

• �IoT analytics and reporting (real-time analytics, risk profiling, anomaly detection,  
artificial intelligence, and machine-learning-related services and tools)

• �Connecting IoT identities with existing identity and access management systems

tication and authorization, and en­
force policies on users and devices. 
PKI can be a solution, it is based on 
existing standards and can work for 
many use cases.
Going further in identity, PKI pro­
vides secure and encrypted com­
munications and authentication 
between devices, services, and 
users. Every device or thing can 
be given a unique identifier. So­
lutions exist from many vendors 
like Thales, DigiCert, nCipher (now 
known as Entrust), PrimeKey, and 
GlobalSign.
As with other security solutions, 
challenges come from different 
angles – from the lack of existing or 
available skills in managing PKI, to a 
lack of ownership in identifying who 
is responsible for deployments or, 
more generally, the lack of invest­
ment in IoT security.
According to IDC’s 2020 European 
survey, only 42 percent of organi­
zations embed security during the 
planning of a new initiative (includ­
ing IoT deployments), the rest bring­
ing it either as an afterthought or not 
at all (9 percent).

FR Extend your existing IAM plat­
forms and use purpose-built tools to 
secure IoT identities, while aligning 
to a zero-trust model. Gain visibility 
into your IoT identities. Take invento­
ry of the types of machine identities 

in your organization: where they re­
side, what they have access to, what 
permissions they have, and how 
they are managed and secured (or 
not). Understand the scope of your 
exposure, determine your maturity 
levels, and begin work on a remedia­
tion plan.
Assess your current IAM solutions 
and providers, extend where pos­
sible. Traditional IAM controls may 
not work for the high-velocity, 
complex nature of new machine 
identities with human operators. 
However, centralize the directory or 
identity governance or privileged 
access vaults of both human and 
machine identities whenever pos­
sible, but be prepared that specific 
performance, usability, or protocol 
support requirements may mean 
you need added purpose-built tools 
and approaches.
Conduct annual security training for 
IoT asset owners and operators. All 
users working with IoT assets should 
go through cybersecurity training 
to understand how to manage their 
environments. Staying up to date on 
security protocols and risks will help 
companies avoid breaches resulting 
from user error.
Align your long-term strategy on the 
zero-trust founding principles. Focus 
on some of the main tenets of zero 
trust, including assumed breach and 
least principle.

How to Know Who’s Who
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D
uring the last decade, util-
ity companies have been 
using their deployment 
of advanced metering 

infrastructure (AMI) for little more 
than automating the collection of 
billing data using smart meters. 
Some utilities are now extending 
this to improve operational data 
management to get the most out 
of their investment. This not only 
improves daily processes like bill-
ing, contract management, and 

customer service, but also helps 
them to instantly find power out-
ages, predict which transformers 
are about to fail, monitor power 
quality, and identify grid balanc-
ing problems.
Utilities are continually improv-
ing AMI so they can ensure seam-
less installation, integration, op-
timization, and migration, while 
future-proofing their networks by 
introducing new advanced tech-
nologies.

As they go along, the companies 
are applying the lessons they learn 
and developing solutions to fill any 
gaps as they are identified. This ap-
proach is especially important in cy-
bersecurity. No longer solely about 
defense security, it is also about 
the ability to limit organizational 
liability when harm occurs from a 
cyber incident. The companies are 
adopting, or developing, smart so-
lutions designed to mitigate these 
exposures in a rapid, highly cost-ef-

Smart Utilities 

Coming in  
from the Cold 

Texas froze and the utilities stopped flowing. Gas supplies reduced by half  
and the electricity generators stopped turning. It seems polar conditions can  
happen anywhere, so how can utilities use IoT to ensure uninterrupted  

delivery to their customers?
n By Gordon Feller
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fective manner. These tools address 
cybercrime and privacy concerns 
from a perspective which sees risk 
in terms of technology, process, 
people, and supply chain. A new 
type of cybersecurity monitoring 
service has become a big element 
of this, but the convergence of tra-
ditional and industrial networks 
with IoT devices is becoming in-
creasingly more problematic.
Utilities are aiming toward a dis-
tinctive synergy of highly secure, 

integrated, automated demand 
management technology based 
on open standards. They are also 
aiming for extensive consumer-
based demand-capacity market 
aggregation. This dual focus on 
technology and on the consumer 
market is enabling intelligent utili-
ties to meet the challenges that lie 
ahead, providing the next genera-
tion of fuel supply mixes by includ-
ing reliable and secure demand 
resources.

Houston,  
We Have a Problem
In February, a deep freeze devas-
tated Texas and the Texas Tribune 
newspaper’s front page revealed 
that the 29 million residents were 
just minutes away from a power 
outage that could have lasted for 
weeks or even months. All electric-
ity and heating production, from 
both fossil and wind sources, was 
not installed with extreme cold 
weather in mind. In particular, 
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methane gas wells and pipelines 
froze shut, reducing supplies by al-
most half.
As the energy companies begin 
the long repair process, the state’s 
leaders are also taking the prob-
lem seriously and looking ahead 
to a world filled with new climate-
change realities, such as an increase 
in the frequency of the polar vortex 
weather that caused the big chill. 
They’re asking questions about 
how to achieve grid reliability when 
winter electricity loads are primarily 
sourced using natural gas.
In regions where natural gas is used 
for both electricity generation and 
the heating of buildings, extreme 
cold weather events place enor-
mous stress on distribution. These 
incidents, as they become more 
frequent and less predictable, chal-
lenge the ability to meet demand. 
The suppliers now realize that this 
is more challenging than they’d 
ever expected. To achieve greater 
system stability, it’s necessary to 
smooth grid demand by managing 

end-user demand through power 
cuts and mobile generators. Energy 
companies are evolving natural gas 
demand response (NG-DR) pro-
grams and deploying technology 
for dispatch during extreme cold 
weather events.
One emergent strategy that em-
braces IoT technologies is being 
used by smart utilities to implement 
controls that reduce load through 
automation. It provides a secure 

and inexpensive means of preserv-
ing precious grid resources while 
minimizing the impact on consum-
ers by rotating the use of selected 
equipment. Sharing the available 
resources by turning off equipment 
for small periods of time means ev-
eryone can enjoy the essential re-
sources of heat and hot water.
Preparation and planning that in-
cludes demand response provides 
a tangible method of mitigation 
for incidents like the recent Texas 
fiasco. Such events are not unique; 
spikes in electricity and gas con-
sumption occur whenever extreme 
conditions impact the grid. Though 
the Texas grid operator had issued 
a warning that the incoming snow-
storm might bring record electric-
ity usage, it didn’t anticipate the 
freezing of gas wells and pipelines. 
Managing less critical loads, such as 
hot water boilers, washer dryers, or 
even stoves, would have lessened 
the negative impacts on the grid.
IPKeys Power Partners a smart-
grid technology provider, has 
developed IoT devices to enable 
real-time, power-demand manage-
ment capabilities. By implementing 
several actions – such as weather-
based, load-consumption forecast-
ing, preheating, dual fuel switching, 
and smart resource cycling – utili-
ties can increase resiliency and de-
liver reliable supply during adverse 
weather events.
Robert Nawy, CEO of IPKeys, says, 
“This IoT technology and demand 
management approach helps re-
duce the need to build more pipe-
lines. It also provides a ‘virtual pipe-
line’ for those polar vortex days that 
we’re seeing more often.”

Heat of the Moment
On the road to becoming intelli-
gent utilities, power companies are 
working hard to acquire and adopt 
IoT technologies. Companies like 
IPKeys are building products based 
on Open Automated Demand Re-
sponse (OpenADR), which offers a 
highly secure, two-way information 
exchange protocol, based on open 
standards, for building certified and 

The Way to Save
Jim Boch, Chief 
Engineer at IPKeys, 
demonstrates the 
Integrated Automated 
Demand Management 
(IADM) platform, 
which gives utilities 
reliable and secure 
demand resources 
and potentially saves 
billions of dollars in 
plant replacement 
investments.
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Utilities are 
facing signifi-

cant challenges 
to meet a 

changing fuel 
supply mix. 

Dave Paradise
VP for smart grid  

at IPKeys
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Events and Confirmation

Water Heater

Confirmation Event / Schedule

Electric Vehicle Pumps HVAC

Meter Telemetry

Back and Forth 
EISS® Cubes are small 

two-way transmitters 
designed to monitor 

and manage the 
electrical activity of a 
variety of residential/

small-business electri-
cal devices such as 
lighting controllers, 

distributed generation, 
HVAC units, plug-in 

electric vehicle 
chargers, and simple 

industrial control units.

ters enable measurement and veri-
fication (M&V) to provide granular 
interval metering and ensure load 
reductions can be made on a non-
invasive basis.
Demand response programs have 
long been used to curtail summer 
electric loadings, but they have not 
yet been adopted by gas companies 
or their customers during the win-
ter months. For this reason, NG-DR 
provides much-needed relief dur-
ing demand spikes and moments 
of supply constraint, which are now 
being heightened by increasing en-
vironmental stress.
Natural gas pipeline suppliers are 
looking to their electric utility coun-
terparts for best practices that show 
how to implement cutting-edge IoT 
technologies. These are critical to 
the fortification of their networks 
and grid-resiliency operations. NG-
DR moves utilities closer to their “in-
telligent” goals, making it possible 
for them to serve existing custom-
ers during extreme weather events 
without building new pipelines. It 
also makes it possible to use exist-
ing assets and couple them with 
advanced IoT technologies. 

secure servers and devices for smart 
grids. Development of the stan-
dards is guided by the OpenADR 
Alliance, whose stated aim is to 
“standardize, automate, and sim-
plify demand response and distrib-
uted energy resources.” The result-
ing framework enables utilities and 
aggregators to manage growing 
energy demand and decentralized 
energy production cost-effectively, 
while enabling customers to control 
their energy consumption. The Alli-
ance is supported by IPKeys Power 
Partners, Pacific Gas and Electric 
(PG&E), SoCal Edison, and the US 
Department of Energy’s Lawrence 
Berkeley National Labs. 
IPKeys’ demand management and 
response solution is based on its 
Energy Interop Server and System 
(EISS), which provides server-side 
communications and client-side 
interfaces to give utilities and their 
customers greater control over 
power consumption and econo-
mies. According to Nawy, “Addi-
tional benefits are realized by using 
this natural gas efficiency approach. 
We enable capital savings and cost 
deferral, and we help reduce and 
control peak demand in ways that 
take into account system capac-
ity, weather, and demand forecasts. 
Ultimately, NG-DR creates an envi-
ronmentally friendly way to create 
a more dynamic, flexible gas system 
that better serves the customer’s 
real-time needs.”
Jim Boch, chief engineer at IPKeys, 
adds, “NG-DR data also enables a 
new perspective for system model-
ing and load planning. Whenever 

natural gas distribution systems are 
strained and delivery is jeopardized, 
customers can use our technology 
platform. They are delivering a re-
sult the customers want: greater 
reliability.”
The smart meter investments in the 
electric market are not so common 
in the natural gas field. The ability to 
measure the real-time demand re-
ductions in gas would be an expen-
sive retrofit. The IPKeys platform 
solves previous challenges of natu-
ral gas meter reading in real time by 
adding control of gas-consuming 
appliances, without the need to in-
vest in an AMI network. Smart me-

Smart Box
The Energy Interop 
Server & System 
(EISS) BOX 3.0 by 
IPKeys allows real-time 
telemetric control of 
energy consumption, 
which can potentially 
lead to huge cost sav-
ings for utilities.
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Disaster Prevention

Weather or Not? 
From prediction to recovery, IoT is helping humans to cope with 

extreme weather and other threatening phenomena on our fickle 
planet – effectively putting Mother Nature on the defensive.

n By Allan Earls
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M
ore than a century ago, 
British writer Oscar Wil-
de asserted that “con-
versation about the 

weather is the last refuge of the 
unimaginative.” Today, though, 
there really is something to talk 
about. Hurricanes, storms, floods, 
and tornadoes, not to mention 
drought, wildfires, and other natu-
ral disasters, are, by some mea-
sures, becoming more frequent 
and certainly more costly, causing 
nearly a trillion dollars of economic 
losses annually in the United States 
alone. Fortunately, IoT innovators 
around the world are harnessing 
technology to make extreme con-
ditions more predictable and to 
help people weather the weather 
better, as well as helping to man-
age other dangerous natural phe-
nomena.
It can be somewhat sobering to 
realize that recording and measur-
ing the weather is a relatively new 
activity, only begun in an orga-
nized way, fitfully, toward the end 
of the 19th century and then only 
conducted at scale and with rigor 
much more recently. A limiting fac-
tor was the cost of instruments and 
the complexity of gathering data 
from them, originally an entirely 
manual process. Now, through 
ubiquitous inexpensive sensors 
(as well as computers and sophis-
ticated software and communi-
cations networks) a much more 
fine-grained view of the weather is 
emerging. 

The results are said to be already 
improving human life and safety. 
In Liberty Lake, Washington State, 
Matthew Smith, senior director of 
grid management at Itron, a pro-
vider of technology for energy 
and water resource management, 
agrees. He says recent advances 
in technology, such as smart sen-
sors and advanced analytics, can 
help communities better predict, 
prepare for, and respond to natural 
disasters. For example, a sensor on 
a utility pole can now detect in real 
time if a pole is down. Remotely 
detecting damage and outage se-
verity this way can accelerate re-
sponse times. 
“Rather than sending crews out to 
‘drive the lines’ to discover prob-
lems, cities or utility companies 
can use remotely connected de-
vices and line and fault sensors to 
acquire much-needed intelligence 
and send repair crews with the 
equipment needed to restore ser-
vice quickly,” says Smith.
Similarly, smart meters can aid in 
natural disaster mitigation. With 
smart meters, organizations know 
instantly when and where the 
power is out, thanks to built-in 
intelligence which can diagnose 
problems remotely and send an 
outage alert as soon as it happens.
In Houston, when Hurricane Har-
vey made landfall in August 2017, 
more than 250,000 people in Texas 
lost power. “Equipped with smart 
grid technology prior to this di-
saster, CenterPoint Energy was 
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Climate and 
weather change 
call for unprec-
edented levels 
of accuracy. 
Bill Gail
CEO of Global Weather 
Corporation

Instead of send-
ing crews out, 

we use remote 
devices and 
built-in intel-

ligence to send 
us alerts. 

Matt Smith
Senior Director, Itron
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able to recover and reconnect 
people to power quickly, avoiding 
an estimated 45 million outage 
minutes for its customers,” says 
Smith. In addition, distribution au-
tomation devices, such as smart-
grid switches, allowed the utility 
to quickly isolate problems and re-
store service to customers. 
Another area where many people 
are impacted by weather is when 
traveling. Bill Gail, cofounder and 
CEO of Global Weather Corpora-
tion (GWC), is working on how to 
deal with one of the weaknesses 
of smart, connected vehicles – the 
weather. He says climate and weath-
er-related challenges are driving a 
need for unprecedented levels of 
accuracy. This challenge cannot be 
met with traditional weather-data 
resources – it requires innovations 
such as road-level precision data, 
and more, according to Gail.

Designed for the mobility industry, 
GWC’s RoadWX weather forecast 
provides new levels of detail to 
increase safety and provide criti-
cal decision support for navigation 
planning, autonomous vehicle 
availability, fleet management, 
and driver safety alerts. The fore-
cast provided is based on machine 
learning, sensor data gathered 
from vehicles, Road Weather In-
formation System (RWIS) sites, and 
other, more traditional, sources of 
weather information. 

From Ice to Fire 
It provides a forecast from the 
present time to up to 48 hours into 
the future. According to the com-
pany, the RoadWX forecast can 
now distinguish between five dif-
ferent kinds of road surface condi-
tions – dry, near dry, wet, slush, and 
ice or snow, providing for optimal 

routing and better tuning of driv-
ing behavior to actual conditions.
Weather can contribute to start-
ing and sustaining wildfires and, 
here again, technologists are using 
sensor technology and “smarts” to 
stay ahead of the flames. As of late 
2020, some 44,000 individual wild-
fires in the US had scorched nearly 
7.7 million acres of land, one of 
the highest ever annual totals and 
mostly in western states.
An airborne network of information 
tools can also help. One such tool is 
drone technology, which is largely 
used to collect information about 
the location and magnitude of on-
going fires, to protect firefighters 
from potential dangers and alert 
the public to impending danger. 
Wouter Charle is team leader and 
manager for hyperspectral imag-
ing technology at Imec, a research 
and innovation organization in 
nanoelectronics and digital tech-
nologies. According to Charle, 
the organization has built sev-
eral “hyperspectral” technologies, 
designed to provide images in 
greater detail than traditional visi-
ble-spectrum camera systems and 
applicable to both forestry man-
agement and wildfire surveillance. 
Another wrinkle of the technology 
is added by putting similar camera 
technology and temperature sen-
sors into the firefighters’ protec-
tive equipment to allow supervi-
sors and firefighters to accurately 
assess the level of danger.

Hi-res images 
and tempera-
ture sensors can 
be integrated 
into protective 
equipment. 
Wouter Charle
Manager for hyperspectral 
imaging technology at Imec

Our sensors  
can help  

to reduce fire 
risk in the 

western parts  
of the US. 

Tim Barat
CEO at Gridware
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Test as You Go
Testing and validating 
new communication, 
data, and sensor 
technologies is a job  
for connected  
cars in the Smart High-
way project.
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Semtech says Green Stream’s flood 
monitoring uses ultrasonic sensors 
and LoRa-enabled gateways. Data 
moves over the LoRaWAN net-
work, which can support on-de-
mand build-out and management 
of IoT connectivity. The sensors are 
autonomous, solar-powered, wire-
less devices which don’t require 
external power, so they can be 
mounted on many kinds of infra-
structure near bodies of water. 
IoT isn’t just about responding to 
disasters, it’s also about fine-tun-
ing. For example, Schneider Elec-
tric, the French energy manage-
ment and automation company, 
has connected more than 4,000 
of its weather stations in disparate 
rural areas to its big data and IoT-
enabled WeatherSentry platform 
to create more precise forecasts. 
Using the technology, agricul-
tural interests can prepare better 
than before for frost conditions or 
respond to excessive rain – or to 
droughts – that could impair crop 
production.
Further out on the leading edge, 
Google is building a worldwide 
earthquake alert system. If a user 
opts in, the accelerometer in their 
Android phone will become part 
of a network designed to detect 
earthquakes in real time.
Taken together, this emerging 
world of outdoors IoT will give hu-
mans unprecedented insights and 
allow us to, if not control, at least 
exercise a much greater ability to 
work with Mother Nature.

Gridware is another IoT company 
that is building a network of sen-
sors to try to reduce fire risk in the 
western US. Many of those fires 
have been traced to sparky interac-
tions between animals or vegeta-
tion and the power transmission 
lines. Long stretches of power lines 
often run through areas that are 
hard to access and maintain – de-
tecting a fire in these regions be-
fore it grows exponentially has al-
ways been difficult. One costly and 
unpopular solution has been to 
shut down power in areas consid-
ered to be at imminent risk of fire.

Improvement Needed 
The solution that Gridware envi-
sions is built on attaching an IoT 
guard on each utility pole which 
can then continually report on 
damage or equipment failures 
when they are still manageable, 
with very precise indication of ex-
actly where the problem lies. Pro-
viding masses of data that can be 
monitored and analyzed is key to 
enabling preemptive corrections 
or rapid response and repairs to be 
made.
“We are exfiltrating data with a 
combination of cellular, mesh, and 
satellite connectivity,” explains 
Gridware CEO Tim Barat. The com-

pany provides an end-to-end solu-
tion that provides decision makers 
with the critical information they 
need to manage their infrastruc-
ture. “We also expose APIs that 
plug raw or processed data directly 
into existing analytic systems,” he 
adds.

Water, Water Everywhere
Although wildfires are the primary 
destructive force at work in the 
western US, in other parts of the 
country and around the world, it 
is water – riverine flooding, tidal 
events, and so on.
Semtech, a supplier of analog and 
mixed-signal semiconductors and 
advanced algorithms, has worked 
with environmental technol-
ogy firm Green Stream to create 
a system comprising LoRa (Long-
Range) devices and wireless radio 
frequency technology with Senet’s 
LoRaWAN-based network to con-
nect flood sensor systems. The 
entire project is built around stan-
dard, low-cost components – the 
kind that are propelling IoT growth 
in these and other new applica-
tions. According to Jim Gray, CEO 
of Green Stream, “In many coastal 
towns and communities, rising wa-
ter as a result of tides or rain can 
present a large threat.” 

In coastal 
towns, rising 
water due to 

tides and rain 
present a large 

threat. 
Jim Gray

CEO of Green Stream
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An Eye on the Sky
At Washington’s 
Liberty Lake, Itron 
monitors weather 
conditions and water 
resources through 
smart sensors and 
advanced analytics 
to better prepare for 
disaster.
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IoT on the High Seas

A Sea of Data 
The maritime industry is riding a wave of big data to weather the 

storms of climate-related changes.
n By Gordon Feller
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Keeping Watch 
Protecting vessel 

networks against brute 
force or denial-of-

service (DoS) attacks, 
as well as unintended/

accidental operator 
actions calls for con-

tinuous monitoring 
of network IP levels, 

network mapping, and 
asset discovery.

Never Let Go
As maritime organizations 
review and adjust their 
security architectures, one 
of the recommended frame-
works for them to adopt 
is the Purdue model. The 
goal is to stop hackers from 
taking over navigation and 
communications systems, 
open or close critical valves, 
or take over propulsion and 
rudder controls.
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M
ore than 90 percent of 
the world’s trade vol-
ume is moved by sea, 
amounting to more 

than $4 trillion worth of goods 
every year. This places immense 
pressure on shipping companies 
to remain on schedule, protect the 
cargo ships and crews, and ensure 
profitability – not trivial tasks. The 
maritime industry comprises an 
intricate system of transportation 
with around 90,000 vessels cross-
ing paths as goods are transported 
from one continent to another. 
This makes it hard to visualize the 
world’s main shipping routes or to 
comprehend the industry’s com-
plexity.
To further complicate things, ports 
and vessels are subject to forces of 
nature which are becoming harder 
to predict. This means that ship-
ping companies must be able to 
adapt to changing situations and 
act fast. Real-time big data ana-
lytics is helping them to navigate 
these unexpected challenges more 
efficiently.
Big data analysis extracts and scru-
tinizes information from data sets 
that are too large or complex to be 
dealt with by traditional data-pro-
cessing application software. Real-
time capabilities mean that those 

insights are delivered immediately 
after collection.
Maritime companies generate 
data from numerous sources in 
several formats. Actioning this 
fixed, siloed, and inconsistent in-
formation is time-consuming and 
a major pain point for shipping 

companies, but the inflow of data 
can be collated and organized in a 
cloud-based system using big-da-
ta tools. The system analyzes and 
spits out the relevant data in real 
time, which can promote better 
decision-making. Nothing is left 
to intuition or chance, unlocking 
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The New Piracy
Ships and other vessels 
may seem like unusual 
targets for cyberattacks. 
But with their growing 
use of industrial control 
systems (ICS) and satel-
lite communications, 
hackers have a new 
playground that’s ripe for 
attack.

Full Steam Ahead
With modern Mission 

Secure platforms, IT 
organizations and ships’ 

crews can observe and 
map on-board network 

connections and defend 
against intrusions 

through the use of logi-
cal security zones and 

other protections.
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M
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pacts
Signi�cant Risks

$1 Million + 

Out-of-service vessel for 30 days, some reputational damage

Fleet-wide attacks, physical vessel damage, signi�cant reputational damage

Insiders
Technical Script Kiddies & 

Novices

$30 Thousand 

Out-of-service vessel for 1 day

Hacktivists Tier 1 Nation 
States

M
inim

al Im
pacts

Tactical Risks

Maritime Cybersecurity Business Risks

States
Tier 2 & 3 Nation Organized Crime

tion techniques, such as blockchain 
technology. From an operational 
standpoint, IMO maintains that ef-
fective cyber risk management 
should start at the senior manage-
ment level – embedding a culture of 
cyber risk awareness into all levels 
and departments of an organiza-
tion. One can read more about this 
in the Baltic and International Mari-
time Council’s (BIMCO) “Guidelines 
on Cybersecurity Onboard Ships.”
Knowledge is power. By imple-
menting real-time insights in daily 
operations, shipping companies 
are well-prepared to navigate any-
thing that comes their way. Based 
on how this year has gone, it cer-
tainly doesn’t hurt to have an edge 
on the unexpected.

opportunities to drive greater ef-
ficiencies.

Efficient Maritime Opera-
tions and Logistics
Overall operations and logistics 
become much more efficient with 
real-time data. Companies can 
obtain information through GPS 
trackers and RFID tags to help lo-
cate ships and containers immedi-
ately. Data technology also helps 
synchronize communication to 
manage ship arrivals, berthings, 
and departures safely and effi-
ciently. In cases of an emergency, 
nonavailability of labor, or terminal 
allocation problems, real-time data 
helps managers to plan shipping 
routes and speeds accordingly.
Climate change is making this abil-
ity to pivot increasingly necessary. 
Ocean conditions – currents, waves, 
and wind – are more unpredictable 
than ever, making the use of real-
time data to streamline decision-
making and support ad hoc naviga-
tion vital to ensure companies can 
maximize returns.

Fuel-Efficient Routing
By having access to sea-state ob-
servations, vessel operators can 
reroute according to current condi-
tions while optimizing fuel efficien-
cy. Inefficient weather routing often 
leads to an increased time spent at 
sea, which not only disrupts and de-
lays the supply chain but can also in-
crease fuel burn and CO 2 emissions.
In addition to increasing voyage 
earnings, fuel-efficient routing also 
reduces greenhouse gas (GHG) 
emissions, supporting the latest 
reduction strategy developed in 
2018 by the International Maritime 
Organization (IMO). This initiative 
envisages that the total annual 
GHG emissions from international 
shipping should be reduced by at 
least 50 percent by 2050, compared 
to 2008 figures. As documented in 
its report, the IMO calculated that 
vessels released 1.12 billion met-
ric tons of carbon dioxide in 2007. 
Emissions therefore need to be re-
duced by 560 million metric tons, 

equivalent to the emissions from 
102 million cars.
One key conclusion to draw about 
the real world is that the real-time 
data helps to reduce fuel costs and 
helps to bring down GHG emis-
sions. It’s possible that the maritime 
industry could become bigger and 
better – and more lucrative – while 
releasing fewer GHG emissions.
The convergence of information 
technology and operational tech-
nology on board ships – and their 
connection to the Internet – creates 
an increased attack surface that re-
quires greater cyber risk manage-
ment.
On the IT side, the chances of cyber-
attacks can be mitigated through 
proper implementation of encryp-
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Sustainable Investment

IoT for Good
The pandemic has served as a reminder of how fragile our society, infrastructure,  

and business models can be. It’s also highlighted how technology can carry us through 
the disruption of 2020 and create more resilient and sustainable business  

models that offer a better future. 
n By Bee Hayes-Thakore

B
lackRock CEO Larry Fink’s 
regular letter to CEOs 
highlights environmental, 
social, and governance 

(ESG) criteria as the major key to 
creating enduring value for all 
stakeholders. For those not fa-
miliar with the jargon, ESG are 

the three metrics that measure 
the sustainability and societal im-
pact of a company’s investment 
in the pursuit of improved finan-
cial performance. His comments 
are backed up by a staggering 96 
percent increase in sustainable in-
vesting since 2019. 

Factoring corporate social re-
sponsibilities (CSR) into our orga-
nizations is nothing new, but it 
is taking on new meaning as our 
attention turns to importance in a 
post-pandemic world. As govern-
ments act on climate change and 
sustainability, they increasingly 
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As a global leader in digital secu-
rity and securing IoT devices, we 
at Kigen see in our discussions 
how IoT and sustainability are ris-
ing up the leadership agenda. 
External data supports it too: ac-
cording to IoT Analytics, the terms 
“IoT” and “sustainability” are being 
used with increasing frequency, 
with the word “sustainability” be-
ing mentioned 52 times per 100 

earnings calls in Q4 2020. That’s 
a 23 percent increase compared 
to Q3 and an 86 percent increase 
compared to the same quarter in 
2019. This renewed interest in sus-
tainability means companies from 
all sectors are reassessing how 
their products, services, manufac-
turing, and supply chains can be-
come more sustainable. 
A World Economic Forum report 
notes that IoT projects can con-
tribute to the 2030 Agenda for 

expect companies to do the same. 
At the same time, consumers and 
clients are also increasing the pres-
sure on companies to show com-
mitment to sustainability topics. 
An important driver in Q4 2020 
was the policy agenda of the new-
ly elected US president Joe Biden, 
who immediately returned the US 
to the Paris Climate Agreement 
upon his arrival in office. 

Sustainable Develop-
ment
Corporate social 
responsibility (CSR) is 
the responsibility of an 
organization for the 
impacts of its decisions 
and activities on society 
and the environment 
that is consistent with 
sustainable develop-
ment and the welfare of 
society.so
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Companies are 
reassessing 

their products, 
services, and 

manufacturing. 
Bee Hayes-Thakore

Senior Director for  
Marketing and  

Partnerships at Kigen
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inconsistent access to transit. Ac-
cording to research, if the share for 
e-bike riding rises to 11 percent, 
we could see a 7 percent decrease 
in CO 2 emissions from the urban 
transport sector by 2030 – poten-
tially accounting for over 50 per-
cent of urban trips in the US and 70  
percent in cities like London. 
Behind the scenes, micromobil-
ity solutions are complex. They 
connect a diversity of stakehold-
ers – government and city coun-
cils, product manufacturers, and 
platform operators – across a 
fragmented value chain and force 
them to work together to develop 
innovative ways to make transpor-
tation safer, cleaner, more efficient, 
and more fun. Their success lies in 
the simplicity they present to the 
users, who will only change their 
behaviors if the services offered 
are significantly more convenient, 
trustworthy, and reliable. Those 
who sign up to use e-scooters also 
offer up a great deal of personal 
and sensitive data, including bill-
ing information and other involun-
tary analytics, such as location and 
individual vehicle information. To 
ensure that the early benefits of 
greening our cities are realized, 
companies need scalable security 
models standardized for trusted 
services and privacy frameworks. 
GSMA’s IoT-SAFE security scheme 
is a perfect example supporting 
this market’s growth, strengthen-
ing the promise and social con-
tract with users. 
 
Smart Tracking
The Covid-19 pandemic has laid 
bare many of the long-standing 
vulnerabilities and risks lurking 
in organizations’ supply chains. It 
has intensified the need for bet-
ter data in understanding opera-
tions and supplier traceability and 
transparency – all critical to meet-
ing the commitments to sustain-
ability and better planning. The 
key to automated, predictive, and 
prescriptive operations manage-
ment in the post-Covid-19 world 
lies in the interconnectivity of digi-

able decisions. Here are three key 
areas where IoT is making an im-
pact in sustainability:
Smart utility companies are finally 
making headway in their effort to 
modernize infrastructure to opti-
mize efficiency and improve sus-
tainability. According to UNESCO, 
70 percent of the water used for 
crops around the world is fresh 
water. So, developing intelligence 
around our resource usage and 
efficient irrigation ensures sustain-
ability and productivity. 
Seamless cellular connectivity, par-
ticularly LPWAN networks such as 
NB-IoT and LTE-M, have enhanced 
the penetration of smart metering 
solutions and near-real-time intelli-
gence of consumption or wastage 
data. With eSIM and remote SIM 
provisioning, smart meter manu-
facturers are quickly innovating 
to comply with regulatory specifi-
cations and higher cybersecurity 
standards and expand their supply 
chain through ecosystems com-
mitted to interoperability. 
For smart-grid-ready solutions, 
flexibility is key. This flexibility also 
opens up new possibilities in how 
data can generate revenue streams 
for utility providers, positioning 
them as broader service provid-
ers. The example of pioneering 
work by Iskraemeco, a Slovenian 
manufacturer of metering solu-
tions, offers a blueprint for anyone 
managing a greater diversity in re-
source generation or transport as 
the world moves to smarter grid 
intelligence. As the IoT guidelines 
on sustainability from WE Forum 
highlight, the global shift to a 
more resilient, reliable smart grid 
is dependent on addressing how 
utility companies can avoid lock-
ins, reduce fragmentation, and 
build stronger customer relation-
ships with end users. 
Micromobility presents a tremen-
dous opportunity, having stormed 
from city to city in just two years, 
helping to address some of the 
most vexing transportation chal-
lenges facing urban areas: con-
gestion, emissions, air quality, and 

Sustainable Development, includ-
ing 17 Sustainable Development 
Goals (SDGs) set by the United 
Nations. These goals encompass 
efficient water use, fighting cli-
mate change, and ending hunger 
and food insecurity, among oth-
ers. The IoT can become a force 
for good by offering actionable 
insights that lead to more sustain-

Back on Track
With the US under 
Joe Biden back on 
board, hopes that 

the Paris Climate Ac-
cord, or COP21, will 

achieve its goal of 
reducing greenhouse 
gas emissions are on 

the rise again.
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tal tools, physical infrastructure, 
and their underlying data streams. 
Smart businesses are embrac-
ing that insight, and data-driven 
thinking, from the initial design 
through to the complete cus-
tomer experience, is critical to stay 
ahead of the competition. Take 
the example of Bayer, the global 
leader in pharmaceuticals and life 
sciences, who have set a target to 
support 100 million smallholder 
farms to produce for our growing 
global population ecologically. 
This requires sustainable means 
of intensifying food cultivation 
and helping farmers worldwide 
take advantage of the best-quality 
seeds and crop protection. With 
over 130 production facilities glob-
ally, Bayer not only wants to ensure 
that high-quality product reaches 
their customers at the right time 

but also synthesize it with over 30 
different streams of data to offer a 
farmer-centric solution to enable 
better yield.
Often, the challenge at such scale 
lies in the simplification through 
empowerment, rather than tak-
ing away hundreds of millions of 
farmers and traders from their 
core focus. Bayer turned to use 

an innovative, low-power cellular-
connected IoT tracking solution 
enabled by the integrated iSIM. By 
doing so, the information needed 
to predict adverse events such 
as delayed weather patterns or 
changes in local rainfall all be-
comes an opportunity to contrib-
ute toward sustainability for the 
planet and our people. 
With the evolution of the SIM and 
the advent of iSIM, the story of IoT 
is being rewritten, opening new 
opportunities for companies to ad-
dress global challenges and meet 
their sustainability goals. The most 
successful businesses will be the 
ones that facilitate the exchange 
of data in a streamlined and in-
teroperable manner that leads to 
actionable insights, presenting 
benefits for all. Technology is an 
enabler, as trust and transparency 
increasingly become hallmarks of 
progressive businesses that cus-
tomers choose for their needs. 
What areas of IoT do you think are 
most exciting for smart businesses 
to meet their sustainability goals? 
Join Kigen’s conversation #future-
ofSIM on LinkedIn.

Everything  
under Control 

IoT-based smart farm 
monitoring systems for 

paddy fields measure 
water levels, moisture, 
temperature, and hu-

midity through sensors 
installed in the field. 

Bringing the  
Farmers Around

Bayer, the global leader 
in pharmaceuticals 

and life sciences, has 
set a target to support 

100 million smallholder 
farmers to switch to sus-
tainable means of food 

cultivation.
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This autumn Microsoft release the next version  
of Windows 10 IoT Enterprise LTSC.

W
ith Windows 10 IoT 
Enterprise 2021 LTSC 
you leverage your ex-
isting knowledge to 

build and manage Windows IoT de-
vices with powerful tools and tech-
nologies to quickly unlock data and 
drive digital transformation. 
It helps you connect your devices 
to each other, your network, and 
the cloud, so you can use data to 
drive real business insight and cre-
ate new business opportunities. 
Some changes are well known 
from the Windows 10 Enterprise 
SAC versions. 
Like the support for ARM platforms. 
As well as the point, that Windows 
10 IoT Enterprise LTSC will only be 
available as 64bit software version.

Reduced OS footprint 
One of the biggest changes will come 
with the possibility to reduce the 
baseline OS footprint (OS image + 
reserved space for quality updates) 
to <8 GB storage. This will be realized 
by removable OS packages and an in-
memory footprint reduction. 
In addition you will be able to safely 
disable System Services. This allows 
the build of low-cost devices with 16 
GB storage / 2GB RAM.

Dual Focus Touch & Input
With Windows 10 IoT Enterprise 2021 
you can build an IoT device with dual 
input and dual monitors to provide 
an interactive experience for two 
users who will use the device simul-
taneously (two in-focus apps). That’s 

a huge improvement for Point-Of-
Sale devices and Medical devices, 
to name just a few.  One additional 
point to mention here is the Kiosk 
mode, which is now available in 
Edge (Chromium).

Device Update Center
IT organizations have long recog-
nized the productivity and security 
benefits of using Microsoft through-
out the organization. The same ben-
efits accrue to organizations that run 
Windows 10 IoT on their embedded 
and mobile devices, too. Microsoft 
implemented a new way to certify 
and control the update rollout to your 
appliances through Device Update 
Center service. 
This Azure subscription service pro-
vides a full range of device manage-
ment tools across IoT cloud, enter-
prise cloud, and on-premises. 
This Service Business Model for De-
vice Builders is already available for 
Windows 10 IoT Core.

Soft Real-Time 
The soft real-time support in Win-
dows 10 IoT Enterprise 2021 allows 
developers to build software and 
systems around timing assumptions.
It offers real-time performance with 
a small-time window for program 
completion. So an improved Qual-
ity of Service for time-bound use 
cases is available and you can easily 
develop apps via familiar Windows 
APIs. Keep in mind, it’s not a hard 
real-time OS.

Seamless from  
IoT Edge to Cloud

INTELLIGENT CLOUD

Azure loT Hub

Sensors

Azure loT Edge

PC-class

Azure loT Central

Server-class

Azure loT solution  
accelerators

Hybrid server

INTELLIGENT EDGE

Microsoft Azure

AZURE SPHERE and RTOS

Peerless security for 
microcontroller-based devices

WINDOWS 10 IOT

The power of Windows:
from small footprint  

to enterprise grade edge
devices

WINDOWS SERVER IOT

For the most demanding
edge computing workloads

AZURE STACK

An extension of Azure  
to consistently build and  
run hybrid applications  

across cloud boundaries

Windows 10 
IoT Enterprise 
Part of a 
comprehensive 
IoT platform 
from Microsoft.

Microsoft IoT Platform

Microsoft Windows IoT

back to the roots AND up
in the cloud!
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Edge Device

UWP 
Apps

UWP 
Apps

Azure IoT Edge 
Linux Modules

Windows IoT

Azure

Security Update Support
Another big change will be the 
support for the OS. Windows 10 
Enterprise 2021 will come with 5 
years of support. Since Microsoft 
is heavily committed to their IoT 
partners, Windows 10 IoT Enter-
prise 2021 LTSC will still have 10 
years of Microsoft support and 10 
years of product availability.

Improved IoT UX
If you choose frequent updates to 
keep devices safe and functional, 
Windows 10 IoT Enterprise LTSC 
is additionally tailoring this expe-
rience so that your device main-
tains a branded experience. 
Making the update experience 
less “distinctively Windows” and 
remove references to Windows 
from the update settings is one 
change. 
Keeping your device on brand 
for its designated purpose and 
removing references to “com-
puter” or “PC” from update set-
tings is another one. You can now 
customize the update screen 
background color to match your 
branding and configure accent 
color settings.

Shell Launcher v2
Shell Launcher v1 was unable to 
run UWP apps. With Shell Launch-
er in Windows 10 IoT Enterprise 
2021 LTSC, Microsoft introduces 
a modern Shell Launcher experi-
ence that can:

• �Automatically launch a Win32 / 
UWP app on user logon

• �Suppress a set of Windows user 
experiences by default (Start 
menu / Taskbar / Action Center, 
etc.)

• �Monitor lifecycle of the primary 
app and restart it when exit

• �Allow launching other apps 
from the primary app acting as 
a custom shell

• �Manage app views with multi-
monitor support

• �Support configurations via WMI 
/ MDM

Azure IoT Edge for Linux  
on Windows (EFLOW)
Windows 10 IoT Enterprise 2021 LTSC 
is optimized for IoT Workloads, to 
run Win32, UWP, and containerized 
Linux workloads side-by-side with 
interoperability between them. 
Microsoft simplified the Azure inte-
gration by running Azure IoT Edge 
modules in a Linux container. That 
gives you the best-in-class device 
security, with additional lockdown 
and branding capabilities, to eas-
ily create appliances, kiosks, digital 
signs, HMI, gateways, etc.

Visit us now at www.msembedded.biz

IoT  
Core

IoT  
Enterprise

IoT  
Enterprise 2021

Better Azure IoT  
Edge Support 

Run Linux version of  
Azure IoT Edge on Windows (EFLOW)

Run Linux Workloads  
in Containers 

Run Linux AI modules from  
Azure Marketplace (EFLOW)

Full Range 
of Intel Silicon   Support Device Portfolio Expansion

Small Footprint  
Min HW spec = 16GB/2GB, smaller than 
current IoT Enterprise, but not as small  
as IoT Core (4GB/1GB)

Appliance Features   More Lockdown & Branding Control

OEM  
Controlled Update  

Validate & manage updates using  
Device Update Center

On-Prem Device 
Management   

Manage devices wit familiar SCCM  
and WSUS tools

Full Win32  
Support  

Leverage existing Win32 software 
&expertise

Built on the 
foundation of 
over 1 billion  

active  
Windows 10 

devices.
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Smart Elevators

Giving IoT  
a lift

It would take the 
world champion in 
stair-climbing half an 
hour of running to 
get to the 163rd floor 
of the world’s tallest 
building, Burj Khal-
ifa in Dubai. As the 
tower’s elevator runs 
at a maximum speed 
of 36 km/h, this trip 
normally does not 
even take two min-
utes. But speed isn’t 
everything: elevators 
are becoming intel-
ligent, connected 
– and can even leave 
the building.
n By Rainer Claassen

A
rchimedes constructed 
the first elevator in 236 
BCE, but it wasn’t until 
the 19th century that the 

technology came into widespread 
use. Steam-powered elevators be-
gan moving heavy loads in mines 
and factories. Only much later 
were lifts installed in office build-
ings. Without them, cities would 
look very different today. 
The elevator in its present form 
was invented in 1854, and not a lot 
has changed in the way it’s moved 
since then. The system has been 
the same: one cabin, one shaft, and 
one rope, traveling up and down. 
Designs that included one cabin 
with one shaft caused ridiculous 
wait times, especially in busy of-
fice buildings where there was only 
one car moving up and down, a 
few people at a time.
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10% >8% $4 
BN

2020

CAGR 
(2021 
-27)

2027

>$13.5 BN
CAGR (2021-27)

Commercial 
segment

NA industry 
CAGR (2021-27)

APAC market 
Value (2020)

Service 
segment

Residential 
segment

Market Value (2020)

9%

>9% $4 BN
>$23.5 BN
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Next came the double-decker el-
evator. Since the two cabins were 
stacked, it could move several peo-
ple at once. However, the building 
had to be constructed or, if possible, 
renovated with taller ceilings to al-
low for the height of two cabins. 
Also, extra power was needed to 
move two cars at the same time, 
even if one cabin was left unoccu-
pied.
In 2003, the twin elevator was in-
vented to offer more efficiency, flex-
ibility, and convenience for passen-
gers and building owners. It allowed 
two cabins to move independently 
in one shaft, giving 30 percent more 
room and reducing the footprint by 
the same percentage. 
Because of the increasing concern for 
efficiency and time savings, elevator 
tech innovation was long overdue. 
According to research on elevator 
scheduling by Columbia State Uni-
versity students, New York City office 
workers spent a cumulative 16.6 years 
waiting for an elevator, and 5.9 years 
inside elevators, in 2010.

Rapid Transport
High-rises and skyscrapers only 
exist due to elevators. As more 
and more people move to mod-
ern-day megacities, the need for 
rapid transport not only to, but 
also within, buildings is growing. 
Here, “smart” elevators will play an 
increasing and increasingly vital 
role. According to ThyssenKrupp, 
a German engineering company, 
mid- to high-rise buildings offer 
the most economical and envi-
ronmentally viable solution to the 

numerous urban challenges. Thys-
senKrupp believes taller buildings 
provide more working and living 
quarters without increasing their 
footprint on the ground. They 
even say that tall buildings allow 
planners to have smart grids by 
enabling centralized, intelligent 
energy control.
However, one of the main chal-
lenges with building up is eleva-
tor mechanics. Since conventional 
elevators aren’t really created for 
buildings this tall, more shafts are 
needed to support them.

Upwardly Mobile
Analysts at Global Market Insights 
Inc., a management consulting 
company based in Selbyville, Dela-
ware, valued the global elevator 
market at $82.29 billion in 2020, 
and they expect it to grow at an an-
nual rate of 2.5 percent from 2021 
to 2027. The five biggest players in 
this market are Kone Elevator from 
Finland, Mitsubishi Electric Corpo-
ration from Japan, Swiss Schindler 
Group, US-based Otis Elevator Com-
pany, and Japanese Fujitec Compa-
ny Limited – the latter reported an 
annual revenue of 13.38 billion yen 
($122 million) in 2020. All of these 
companies operate globally. 
Add to these a raft of regional and 
niche players who play important 
roles in their own home markets, 
such as Hillenkötter + Ronsieck in 
Germany (brand name: Hiro) or 
Weigl in Austria. China constructed 
the world’s biggest elevator, a 120 m 
long vertical shiplift constructed as 
part of the Three Gorges Dam on the 

Yangtze River in China, with the help 
of German engineering companies.
Elevators are an essential part of 
the building, so it is crucial that 
they operate at all times. Even 
though regular checkups are re-
quired, downtimes are often lon-
ger than necessary: it may take 
some time until a malfunction is 
even noticed, and it can take even 
longer for the information to ar-
rive at the maintenance company. 
And by the time a technician finally 
turns up, he may have to wait for 
necessary parts – or return with 
the right tools to do the job.
One of the companies that ad-
dresses these issues on a global 
scale is Bosch Service Solutions. In 
an interview, their Senior Product 
Manager Michael Baer explained 
how the company retrofits old-
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Uplifting 
Numbers

The world market  
for smart elevators 

will continue to 
grow by leaps and 
bounds, but only a 

handful of manu-
facturers are true 

global players.

■ Making the Right Connections
One of the pioneers in elevator digitalization is TK Elevators. They 
announced their IoT platform MAX in 2015. Since then, they have 
connected more than 200,000 elevators worldwide to it.
The system was developed in cooperation with Microsoft. The dedi-
cated wireless network is provided by Vodafone. There are three 
data centers in the USA, Europe, and East Asia. Collected data from 
all installations is analyzed in real time – whenever a connected 
elevator is not functioning, a service ticket is generated immedi-
ately. Included data gives clear hints to the technicians on where 
the problem is most probably located. In many cases, technicians 
will already carry the necessary spare parts with them when they 
drive to the affected building. The fast service reduces downtime. 
Necessary maintenance can also be done at times when it does 
not interfere with the functioning of the building. The results are 
massive reductions in downtime, better service, and – most impor-
tantly – increased peace of mind for operators.

IoT Takes Elevators to the MAX
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Elevators will 
soon know 

where you’re 
going without 

having to press 
a button. 

Hyun-Shin Cho
Head of Digital Transfor

mation at TK Elevators 

Interview
Bosch Service Solutions has devel-
oped a solution they call Bosch El-
evator Monitoring. It allows adding 
communication skills to existing 
elevators. Smart Industry talked with 
Michael Baer, Senior Product Man-
ager at Bosch Service Solutions. 

Bosch has developed a system 
that gives older elevators access to 
digital technology – why don’t you 
concentrate on new installations?
Many existing elevators – espe-
cially in office buildings – are over 

20 years old. It is costly to replace 
them – but when an elevator stops 
running the costs continue. Ideally, 
they should never stop running. 
That’s why we decided to develop 
an intelligent system to help re-
duce downtime for older installa-
tions that can easily be installed in 
any existing building.

How long does it take to install the 
hardware?
We wanted to have a system that 
can be installed on any elevator in 
less than 30 minutes. The sensor 
box we developed together with 
our partner SafeLine makes this 
possible. It is attached to the roof 
of a cabin with another sensor at-
tached to the door. Then the car has 
to do one stop at each floor – and 
the installation is complete.

Can elevator data be collected 
independently from the manu­
facturer?
Absolutely – intelligent algorithms 
allow the box to detect relevant 
data from all types of elevators. Af-

ter a first data analysis within the 
box, important data is transferred to 
cloud servers via a 4G connection. 
The antenna was specially designed 
to connect in surroundings with low 
network coverage to ensure reliable 
data transfer. 

How is the data analyzed – and 
how can building operators make 
use of it?
If an elevator stops working, our 
system will detect this immedi-
ately. But the sensors also notice 
smaller disturbances. Technicians 
may then take a closer look at 
the installation and do necessary 
maintenance before the elevator 
stops working. Traditionally eleva-
tors were checked after fixed in-
tervals. Elevator Monitoring allows 
these intervals to be adjusted to 
the actual wear and tear. In many 
cases, technicians will not only 
know where to look for the error 
in advance but also which spare 
parts to bring. This reduces down-
time and saves the building opera-
tor a lot of money.

er elevators with IoT technology 
(see interview).
An elevator never stands alone – it 
is always integrated into a build-
ing. And digital integration has be-
come crucial to modern elevator 
construction, as sensors and smart 
interfaces become part of the eco-
system of smart buildings.
Retrofitting existing elevators with 
intelligent systems that can connect 
to the building’s infrastructure is tra-
ditionally the job of small specialist 
companies, among them firms like 
Datahoist, InsideM2m, or Robustel. 
But these systems are increasingly be-
ing displaced by corporate giants in-
terested in getting a toehold in what 
looks increasingly like a highly lucra-
tive market for the future. By 2025, the 
developing world, as we understand 
it now, will be home to 29 megaci-

plains: “Our latest systems allow 
full integration into smart build-
ings. This also includes the access 
management. When you enter a 
building with an appointment, the 
system will already know where you 
are heading for. Through a smart-
phone or a wearable, you will be in-
formed which lift to take – and will 
be brought to the floor where your 
appointment is scheduled without 
even pushing a button. This can 
make a huge difference – not only 
in times of a pandemic.”
While integrated sensors can help to 
find the location of defects even in 
complex systems with many com-
ponents, it is still rather complicated 
to actually predict when a certain 
component will stop working – 
since almost every elevator is an 
individual construction, it will take 

ties with populations of 10 million or 
more, the Guardian newspaper writes. 

A Lift That Thinks Ahead
Hyun-Shin Cho, Head of Digital 
Transformation at TK Elevators, ex-

An elevator 
should  
never stop.   
Michael Baer
Senior Product Manager at
Bosch Service Solutions
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some time in acquiring and analyz-
ing data from many systems until 
this will be possible on a large scale. 
Companies are currently working 
with their best and most experi-
enced service technicians to set up 
digital twins of different configura-
tions – and to analyze the data col-
lected from elevators. As more and 
more of it accumulates, the oppor-
tunities for precise analytics grow.
Standardized data interfaces uti-
lized by all manufacturers could 
accelerate this progress. But we are 
not likely to see them soon: as com-
panies usually make more money 
from maintenance than from build-
ing elevators, they have little inter-
est in making their data available to 
competitors easily.

Giving the Future a Lift Up
Hyun-Shin Cho expects the impor-
tance of user experience to grow in 
the near future. While low power 
consumption has been one of the 
main interests of clients in the past 
years, they now are mostly interest-
ed in digitalization and integration 
– and a positive user experience. 
Another project from TK Elevators 
may add to this: they are planning 
to bring the first ropeless elevator to 

the market soon. The company sees 
many advantages in this system. As 
the cabins are moved by electromag-
netic forces, several cars can move in 
the same shaft independently. And 
they are able to move horizontally 
as well as vertically. The system saves 
a lot of space too – shafts can be up 
to 50 percent smaller. And it also has 
the potential to change the possibili-
ties of architecture: two buildings on 
opposite sides of a road can be con-
nected by elevators running hori-
zontally between them. 
The system may also be used for 
transport outside of buildings – and 
in so doing make big changes in the 
way we move around in the future.
Intelligent elevators already help 
make the world more comfortable 
in hotels: Savioke Relay is a robot 
that autonomously delivers items 
to guest rooms. To be able to do 
this, it must be able to ride in eleva-
tors. KONE Elevators and Savioke 
have connected their systems to 
make this possible. Elevators arrive 
automatically at the floor where 
the robot has to enter and takes it 
to its destination. Alexander Foster, 
director of rooms at EMC2 Hotel 
in Chicago, where the system was 
first deployed, said: “We find that 

our guests have higher expecta-
tions now more than ever, especial-
ly in this technology world where 
everything’s connected to social 
media. When they get here, the ro-
bots and their relationship with the 
elevators blow their mind.”
New elevator will offer significantly 
shorter wait times, increased capac-
ity, a smaller footprint, and substan-
tially reduced weight and mass. Lift 
systems with multiple cabins that 
travel up one shaft and down the 
other in one continuous loop similar 
to a circular train system on a verti-
cal plane are already entering the 
market.
And the best part? Passengers don’t 
even notice a difference, and the 
doors open every 15 to 30 seconds. 
The future of elevators, it seems, 
looks very uplifting indeed.so
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■ Look – No Ropes!
When you take a ride on the autobahn from Stuttgart to Lake Con-
stance, you cannot fail to spot an astonishing building: in Rottweil, 
German elevator producer Thyssen-Krupp built a 246-meter (807 
ft) high tower, where they test and certify new elevator technology. 
They hope to significantly shorten development times for future 
skyscrapers and developments already under construction. In the 
tower there are 12 shafts – it features elevators going up to 18 m/s 
(more than 60 km/h) and others that work without ropes. But the 
company also runs test towers in Cheonan (Korea) and in Zong-
shan (China) – a fourth one will be finished in Atlanta in 2021.

The Tower of Rottweil
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Going Up!
Digitization, 
integration, and 
standard data 
interfaces will 
soon make for 
shorter wait times 
and a more posi-
tive experience 
for people riding 
in elevators.
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Precision Fishing

Net Benefits
Sea fishing is becoming less sustainable as the taste  

for seafood increases in pace with the world’s population.  
It is clear that trawler fleets will have to employ  

smart technologies to bring about precision fishing  
so that depleted species can be left undisturbed  

while thriving shoals are harvested.
n By Gordon Feller
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eafood is the animal protein 
of choice for over 17 percent 
of the world’s ever-growing 
population. One 21st centu-

ry fact that many governments don’t 
appear to have fully absorbed is that 
people are eating more fish than 
ever. From 1961 to 2016 there has 
been a 3.2 percent annual increase 
in demand for seafood. Driven by 
the rise in global population, total 
world fish consumption is projected 
to increase by another 20 percent 
between 2016 and 2030.
Despite this, the $500 billion (€419 
billion) seafood industry has sev-
eral major problems. Overfishing, 
climate change, pollution, habitat 
destruction, and the use of fish for 
other purposes besides human con-
sumption all threaten the global 
seafood supply. The quest to harvest 
enough fish and the need to satisfy 
soaring consumer demand will con-
tinue to exert incredible pressures 
on marine systems. It now takes five 
times the effort to catch the same 
amount of fish as it did in 1950. The 
reason for this is quite simple: so 
many species that we depended on 
are now in scarce supply.
The introduction of new and ad-
vanced precision-fishing tools and 
technologies is beginning to help 
companies optimize and reduce the 
waste in their operations. According 
to several recent reports (including 
McKinsey & Company’s 2019 report 
Precision Fisheries: Navigating a Sea 
of Troubles with Advanced Analyt-
ics), if large-scale fishing companies 
around the world would adopt these 
new technologies more enthusiasti-
cally, they could decrease their so
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1 �Excludes aquatic mammals; alligators, caiman, and crocodiles; seaweeds; and  
other aquatic plants

Global fish value, $ billion
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Aquaculture Diminishing Returns 
The quest for fish is a 
billion-dollar business. 
But as demand grows, 
so do the costs as 
supplies of wild fish are 
becoming increasingly 
scarce.

Lighting the 
Depths 

DigiCatch’s 
high-intensity 

lighting system 
is remotely 

dimmable and 
works at depths 

of up to 100 
fathoms.
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 Trend in wild-fish capture by region, CAGR 1 %
0 14 –2 –1– 2 2+

1 �Compound annual growth rate of marine capture, 1994–2014. Anchoveta, fished along the coast of Peru and Chile and one of the biggest single-species fisheries, 
is excluded from the analysis because of its highly variable stocks related to El Niño conditions and past collapse events due to overfishing.
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annual operating costs by around 
$11 billion (€9 billion).
Precision-fishing technologies will 
not only help improve commer-
cial fishing, it will also improve the 
ability for managers to adaptively 
govern various fisheries around 
the world more sustainably. It is 
projected that precision-fishing 
technologies could increase indus-
try profits by as much as $53 billion 
(€44 billion) by 2050 (as noted by 
McKinsey’s 2020 report How Ad-
vanced Analytics Can Help Restore 
the World’s Fish Supply) while also 

doubling the level of total fish bio-
mass in the ocean.
More fish are harvested by trawling 
than any other method of fishing. 
The problem with trawl fishing is 
waste. It is inherently a “blind” activ-
ity and on average one in every four 
fish caught is typically the wrong spe-
cies, known as bycatch. According to 
some estimates, global bycatch may 
amount to 10 percent of the world’s 
haul, totaling 16 billion pounds (7.3 
billion kilograms) of waste per year.
Several companies are developing 
precision harvesting and traceability 

products to reduce waste, improve 
data availability, and improve sus-
tainability in the seafood industry. 
Their tools directly address overfish-
ing and dwindling fish stocks with 
clean technologies and advanced 
analytics.

Eyes in the Net
One such company is SmartCatch 
from California’s Silicon Valley. It 
has developed DigiCatch, a turn-
key system that allows trawler 
skippers to harvest their targeted 
species with greater precision. 
At its heart is a real-time, high-
definition smart camera system 
that gives the fishermen “eyes 
in their net.” The camera is in a 
1.2-meter metal tube which also 
contains powerful lighting and 
sensors for temperature, salinity, 
and water depth. The images and 
data can be viewed from the ship’s 
wheelhouse, allowing fishermen 
to move on when they see stocks 
are low or when fish are the wrong 
size or species. 
This operational transparency sup-
ports fishing optimization while 
avoiding unwanted species and 
reducing negative ecological foot-
prints. The real-time camera works 

Thanks for All 
the Fish

Thanks to IoT, 
trawler skippers 

can search for 
and harvest 

their targeted 
species.

Wheelhouse 
Fishing
Images and data 
can be viewed 
directly without the 
need to leave the 
ship’s wheelhouse.

Smart Lifestyle Precision Fishing
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Get everything 
you want to 
know about your 
piece of fish. 
Rob Terry
Founder and CTO  
of SmartCatch

to achieve more favorable outcomes 
faster and with greater profitably.
The key to these IoT systems is that 
they are not just focused on generic 
species or type information, they 
also place an emphasis on what is 
specific to each fish. Among these 
areas of focus would be: where and 
when the fish was harvested; its at-
tributes; quality testing information 
in a consumer-friendly view; bench-
marking against industry standards; 
how and where the fish was pro-
cessed; how it was handled; sustain-
ability information; and similar rel-
evant information.
According to Rob Terry, SmartCatch’s 
founder and CTO, “In the future when 
someone is interested in eating fish, 
I can easily imagine them being able 
to scan in a smart QR code on a store 
package, or even a restaurant menu, 
and the display appears with every-
thing they would ever want to know 
about their piece of fish.”

on any coax sonar cable system and 
retrofits any type of trawl net.
Since regulations alone cannot 
eliminate overfishing, fisheries need 
more progressive solutions to stay 
on a sustainable trajectory while 
minimizing their environmental im-
pact. The integration and growth of 
advanced analytics in seafood har-
vesting is on track to solve many of 
the supply chain waste challenges. 
“If the governing agencies and fish-
ing related companies get it right, 
linking the physical and digital 
worlds could generate up to $11.1 
trillion a year in economic value by 
2025,” according to McKinsey.
SmartCatch’s DigiServices features 
and IoT devices are designed to fa-
cilitate the real-time collection, or-
ganization, analysis, and storage of 
seafood data. The connected prod-
ucts and digital services leverage 
big data, artificial intelligence (AI), 
digital video, deep analytics, and 
cloud computing. The company is 
currently developing AI integration 
across the systems to relieve cap-
tains from always having to view the 
screen, recognize and count fish, and 
pull the data needed to help drive ef-
ficiencies and profits.
SmartCatch’s future plans for hard-
ware devices and software aims to 
facilitate the capturing and “broker-
ing” of critical data for fishermen, 
catch processors, buyers, and certifi-
cation agencies. This includes block-
chain authentication of fishing data 
and provenance – ultimately, the 
value the company’s product road-
map promises will extend across the 
entire value chain.

Best Connections
Cloud technology is a chief enabler 
for these capabilities. Comput-
ing technology has continued to 
become a lot cheaper and we use 
cloud computing for massively avail-
able storage, massively available 
compute power, so you can now do 
things with predictive analytics and 
science to change the way a busi-
ness works, instead of relying on tra-
ditional manual processes.
Technologies like SmartCatch’s IoT 

system are using cloud benefits to 
convert physical data into action-
able insights, as well as improving 
biosecurity by connecting the data 
from the first mile – harvest and 
processing – to the last mile, which 
means the actual consumer. The 
more that tools like this are put out 
there, the more likely businesses are 

Watching the Catch
SmartCatch has a 
real-time camera 
that can sort out 

unwanted species of 
fish and help protect 

the environment at 
the same time.
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Robotic Floor Care

Cleaning Up 
After Covid
In a pandemic, cleaning becomes more complex and  
cannot be put off till outside normal working hours.  
Intelligent machines are helping to free up human  
hands for other tasks and ensure safer environments.
n By Michel Spruijt

A
s Europe begins to open 
up again, business owners 
and managers are adapt-
ing to a world that must ef-

fectively live alongside the stresses 
of Covid-19 – and new questions are 
being asked. How can we ensure 
that our employees and custom-
ers feel safe? How can we comply 
with standards and requirements 
that appear to change from week 
to week? 
It’s within this environment that 
cleaning has emerged as a core 
component of restoring confi-
dence in everyday living. It’s at 
the heart of rebuilding trust, and 
businesses must ensure a more de-
tailed and more consistent clean to 
showcase their commitment to a 
successful reopening. With work-
ers being asked to do more and 
customers worried about indoor 

Smart Lifestyle Robotic Floor Care
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Cleaner Is Cooler
While automation in 
robotic cleaning has 

been gaining traction 
for years, the pan-

demic has put it front 
and center. Compa-

nies have committed 
to cleaning with the 

help of robotics, and 
environments beyond 

retail, such as airports, 
schools, and hospitals, 

are following suit. 

We’ve seen 
a surge of 
interest over 
the past 12 
months. 
Michel Spruijt
General Manager at  
Brain Corp, Europe

infection, automation provides a 
compelling solution. 
Enter commercial robotic floor care, 
where industrial-grade cleaning 
machines perform tasks in public 
spaces without a human operator. 
While automation in robotic clean-
ing has been gaining traction for 
the past five years, the pandemic 
has put it front and center. Com-
panies like Ahold Delhaize and 
Walmart have noted their commit-
ment to cleaning with the help of 
robotics, and environments beyond 
retail, such as airports, schools, and 
hospitals, are following suit. 
Brain Corp, an AI company that cur-
rently powers over 14,000 cleaning 
robots, has seen a surge of inter-
est over the past 12 months. Its 
BrainOS-powered machines saw 
usage increase by 24 percent in 
April 2020, compared to the same 

month the previous year, and a 15 
percent increase in the year overall. 
What’s more, a significant percent-
age of this uptick occurred during 
daytime hours, showing that busi-
nesses are cleaning more frequent-
ly and operating the technology 
during peak times. 
Robotic floor care provides busi-
nesses with a number of key ben-
efits, all of which are even more 
important with the realities of a 
pandemic:

• �“Clean” has become a new brand 
value. Companies can effectively 
show their commitment to a 

more frequent, consistent clean-
ing program with robotics.

• �The machines are an effective 
tool in helping cleaning staff get 
the job done. With increased lev-
els of expectation around surface 
cleaning and sanitization, clean-
ing robots can complete dull, re-
petitive tasks in parallel.

• �Advanced solutions can operate 
safely around people and adapt 
to changing environments, en-
suring a cleaning program that’s 
being deployed around the clock.

• �Robots provide businesses with 
automated performance reports 
so managers can constantly 
monitor, prove, and optimize 
their fleet.

The deployment of these technolo-
gies is expected to continue an up-
ward trajectory through Covid-19 
and beyond. While recent events 
have certainly accelerated adop-
tion, we’re likely to see robotic floor 
care take its place beside other typi-
cal, automated solutions over the 
next few years. Like manufacturing 
arms and washing machines, clean-
ing robots will be viewed as effec-
tive tools that help make our lives 
easier, safer, and more productive. 
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Every year at Munich Oktoberfest*, large wagons piled high  
with wooden beer barrels are pulled through the streets  
by teams of huge draft horses. But the logistics of beer  

has come a long way since those days. Today, beer is usually 
shipped in stainless steel, and hence reusable, kegs.  

Adam Trippe-Smith is the CEO of Konvoy, an Australian  
start-up that is in the process of bringing keg  

management into the Age of IoT. 
n By Tim Cole

You have been described as a 
serial “beerpreneur.” Sounds 
like you don’t just enjoy a glass 
or two; it’s your lifeblood.
That’s true. At first, I worked for 
a brewery, then I started a keg 
rental business and now, with 
Konvoy here in Australia and 
New Zealand, we are pioneer-
ing a new tracking system which 
uses wireless IoT beacons on the 
casks.

So essentially, you have rein-
vented the keg business.
That’s the way we like to think 
about it. I mean, kegs have been 
around for many, many years, 
but they were really just a dumb 
asset. In the last ten years, all 
of that has changed. Individual 
kegs can be tracked using either 
a barcode or an RFID tag. Konvoy 
is moving even further into the 
IoT world by adding a whole new 
realm of information not only for 
the owner of the keg who rents it 
to the breweries, but also for the 
users of the kegs, the producers, 
pubs, the warehouse, and the 
wholesalers. In effect, we’re turn-
ing the keg into a smart asset us-
ing data and analytics.

How big a factor is human er-
ror in conventional keg tracking 
systems?
In the past, every time a keg 
moved out of our warehouse 
to a brewery, and from there to 
a pub, a bar, or a restaurant, it 
had to be scanned manually. 
Obviously, that takes time, and 
people make mistakes or get 
lazy. In fact, we found that only 
about 70 to 75 percent of all keg 
movements were actually being 
recorded.

So, what’s the solution?
Using an IoT beacon, we can track 
the keg’s location as well as pro-
viding temperature information 
so we know if the beer has been 
kept cool enough during trans-
port. All this is data which just 
simply didn’t exist in the past.

Interview

The King of 
Kegs

*The Munich Oktoberfest was cancelled in 2020 and 2021 due to the Covid-19 pandemic.72
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The Konvoy system runs on 
the Sigfox wireless low-power 
network. In fact, you jokingly 
refer to it as “Kegfox.” Wouldn’t 
it have been simpler to use cel-
lular?
When we launched last year, we 
looked at every alternative but 
our main problem is the data 
cost. Bearing in mind that prices 
for cellular have been dropping, 
you’re still looking at about 25 
Australian dollars [€16] per year 
to just track one keg. Compare 
that to the cost of using the 
Sigfox network, where you’re 
talking about low single-digit 
dollars per year – a huge differ-
ence. If you think of the keg it-
self costing roughly a hundred 
dollars, then there’s a limit on 
what you can afford to invest in 
a tracking device, in data costs, 
and in running the network. Yes, 
cellular can transmit more data 
– but we don’t send much data. 
After all, we’re not transmitting 
photos or anything like that; all 
we’re doing is taking location 
and temperature readings. For 
that, Sigfox is perfect.

If you ship beer, say from Syd-
ney to Perth, when it’s returned 
the keg’s empty and you’re es-
sentially moving air across the 
continent half the time. Can 
tracking technology help make 
better use of a keg?
Konvoy eliminates all that waste 
because the keg that we started 

empty. This means you can use it 
more often, so you can purchase 
fewer kegs. Thanks to all this in-
formation, keg owners can reuse 
them quickly.

What are your plans for the near 
future?
We’re tackling two problems at 
once: the first being our keg rent-
al business, the other the track-
ing side which we’re happy to let 
others use to monitor their own 
keg fleets. Once we’ve mastered 
that market here in Australia, we 
intend to expand into multiple 
geographies. That’s where the 
real opportunity for growth lies 
– and we’re pretty excited about 
bringing that to the world.

with at the brewery in Sydney 
will eventually wind up for reuse 
at a brewery in Perth. It never 
travels back across the country 

Where’s My Beer?
Instead of scanning 

manually, Konvoy uses 
IoT beacons to track 

the keg’s location and 
temperature to make 
sure it has been kept 
cool enough during 

transport.

All this data 
just simply 
didn’t exist in 
the past. 
Adam Trippe Smith
CEO of Konvoy
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IoT in stolen vehicle recovery

It’s a Steal!
With the use of motor vehicles still on the rise, auto theft  

has become an increasing problem. New technologies are 
needed to protect vehicles. 

n By Nicolas Andrieu

E
very year, about 3.5 million 
vehicles are stolen world-
wide. 700,000 across Eu-
rope. During 2020, 121,500 

vehicles were stolen in France, 
which is an average of one vehicle 
every four minutes. Although the 
number decreased by 13% com-
pared to 2019 due to the COVID-19 
pandemic, according to the Coy-
ote Secure’s theft observatory, it is 
estimated that the value of stolen 
vehicles is around one billion Euros 
in France alone. 
Even though the owner of the ve-
hicle is often the most negatively 
affected, insurance companies are 
also impacted financially, while the 
vehicle manufacturers’ reputation 
comes into question. 
Despite the efforts made by ve-
hicle manufacturers to improve 
security, motor vehicle theft re-
mains common and, according to 
Interpol, the use of the Internet has 
contributed to a dramatic increase 
in the resale of illicit automo-
tive components in recent years, 
making it a major concern for law 
enforcement, automotive manu-
facturers, regulatory agencies and 
public health organizations.
Additionally, methods used for 
stealing cars are becoming increas-
ingly sophisticated and are now 
able to override anti-theft devices. 
As a consequence, the Stolen Ve-
hicle Recovery (SVR) market is ex-

pected to grow between 5%-6% 
by 2023.
Today, 85% of thefts are carried out 
with the help of electronic means. 
Most anti-theft cellular solutions 
are connected to the central com-
mand of the vehicle in order to 
power the device, thus allowing it 
to have multiple uses. 

Cellular Solutions are Great 
for Thieves 
For thieves, cellular solutions are 
a great opportunity to find and 
quickly disconnect the device, ul-
timately decreasing the chance of 
retrieving the vehicle. This method, 
known as mouse jacking, can easily 
be used by anyone equipped with 
a portable signal jammer, an inex-
pensive tool which can be bought 
on the Internet and leaves no 
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IoT-based 
solutions can  

be used to 
prevent theft 
across many 

industries. 
Nicolas Andrieu

is Executive Vice  
President Europe,  

Middle East  
& Africa Sigfox
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trace of a break-in. This is proven by 
the fact that, in France, 80% of sto-
len vehicles were already using an 
anti-theft device.
When car owners notice that their 
cars are gone, it is often too late 
as only one in five are recovered, 
and 30% are damaged. Even if the 
car is found, insurers can refuse to 
compensate the victim if there is 
no trace of break-in. Last but not 
least, the recovery process is usually 
lengthy and gives thieves enough 
time to dismantle stolen cars or 
ship them to the other side of the 
world. In Europe, thieves generally 
move cars quickly from one country 
to another to avoid the police. Al-
though the EU has developed a ro-
bust program to monitor the traffic 
and develop a common database 
for stolen vehicles, the probability 
that a stolen vehicle will be moved 
to another country remains high.

Cost can be a Barrier to 
Technology Adaptation
Although counter measures exist, 
they are often expensive to roll 
out and to maintain. In fact, the 
SVR market may look to security 
systems such as biometric tech-
nology, radio frequency identi-

fication, and ultrasonic sensors. 
However their cost, the potential 
failure of electronic components 
and the amount of time needed 
for the installation are factors 
that could slow the growth of the 
global stolen vehicle recovery 
market and become a barrier to 
technology adoption.
In this context, SVR companies 
are facing many challenges as 
well as intense competition. 
Therefore, those companies are 
seeking technical alternatives 

that provide the same security as 
a private network (jamming resis-
tant), at a lower cost and with the 
same customer experience. 
Unlike cellular or Bluetooth net-
works, IoT networks are able  
to meet three essential prerequi-
sites to facilitate stolen vehicles 
recovery.  
IoT devices can provide one solu-
tion which will emit signals in dif-
ferent regions for the same price. 
Since IoT devices require low 
electrical consumption, battery 
costs are also lowered, further de-
creasing overall hardware costs. 
The battery consumption of an 
IoT device can also be precisely 
calculated and monitored - this 
critical information reduces high 
maintenance costs, and the need 
to replace the device when it is 
not actually necessary.
Unlike traditional security sys-
tems, IoT devices and networks 
offer a new proposition to SVR 
companies. The devices are small 

Keyless Theft 
Thieves are often 
harnessing sophisti-
cated technology to 
hack into your car’s 
computer, meaning 
they don’t even need 
a key fob to start the 
vehicle and can drive 
it away in a matter of 
minutes.

Hot Solution 
Transponder-based 
"smart key" solutions 
prevent vehicles from 
being "hot wired" 
after entry. Research 
shows that the 
uniform application 
of immobilisers 
reduced the rate of 
car theft by 40%.
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proving that professional thieves 
have discovered that mobile 
phone networks and GPS will stop 
working once underground. 
In fact, IoT solution providers 
have developed geolocation ca-
pabilities based on network tri-
angulation which can provide an 
estimation of the stolen vehicle’s 
location. The network provider 
receives regular data from the car 
and, as soon as a jamming attempt 
is detected, the device switches to 
recovery mode. This means that 

enough to be concealed inside 
a vehicle and quick and easy to 
install as there is no need to con-
nect the device to the on-board 
diagnostics of the car and dis-
mantle the panel, which would 
be the case with a wired solution, 
thus eliminating installation costs 
and faulty installations. Addition-
ally, IoT based solutions offer a 
long-life, battery-based device, 
which can be placed in multiple 
spots within the vehicle, render-
ing the detection of the device by 
a thief complex.

Most Stolen Vehicles are 
Hidden Underground
Another advantage of IoT devices 
is that they are not attached to a 
specific base station or network 
and thus offer a wide range area 
of coverage. Moreover, they are 
capable of recovering messages 
from the faintest signals, while 
other technologies are affected by 
jamming, strong interference (e.g. 
in cities like London or Paris) or the 
lack of network in underground 
locations. This is important, as 
43% of stolen vehicles are hidden 
in enclosed and/or underground 
locations to avoid being found. 
In France, this practice has almost 
doubled between 2017 and 2020, 

Unintended     
Consequences
Stealing cars is 
often just the first 
step towards a 
wide range of 
criminal activities.

the network will estimate the ve-
hicle's location for every message 
received, allowing the security 
company to dispatch the nearest 
recovery team. Consequently, 
even if a jammer is attempting to 
block the signal, Stolen Vehicle 
Recovery companies can moni-
tor whether the vehicle is moving 
from one place to another, or in 
which area it is parked.
Similar IoT-based solutions can be 
used to prevent theft across sev-
eral industries. For example, the 
logistics industry has witnessed 
a rise in global cargo theft, with 
goods worth about one billion 
Euros stolen each year. In this con-
text, solutions to safeguard cargo 
transportation assets are becom-
ing necessary, and asset-tracking 
solutions based on IoT are offering 
a new way to secure goods for a 
reasonable price.
As the demand for SVR and asset-
tracking solutions grows rapidly, 
stakeholders need to find reliable, 
easy to install and cost-effective 
solutions to meet the needs of 
their customers. Although many 
options are available, IoT based 
solutions are currently the most 
suited to meet all prerequisites 
and best support victims, authori-
ties and insurance firms when a car 
or cargo is stolen.

Quick Escape 
In Europe, thieves 

generally move cars 
quickly from one 

country to another 
to avoid the police.
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ICS Vulnerabilities

No Lockdown for  
ICS Hackers

Industrial control system vulnerabilities are increasing – at the same time,  
awareness of the security of industrial networks is growing.

n By Chen Fradkin

F
ew of us will have fond mem-
ories of 2020, a transformative 
year that forced businesses 
worldwide to rethink and re-

prioritize remote workforces, their 
impact on productivity and busi-
ness continuity, and the expanded 
attack surfaces ensuing from those 
changes.
Opportunistic attackers went es-
pecially low throughout 2020, el-
evating extortion and ransomware 
attacks within their arsenals and 
targeting critical infrastructure and 
services, such as manufacturing, 
health care, electric and water utili-
ties, and food and beverage. This 
dynamic created a race between at-
tackers, researchers, and defenders 
to find exploitable vulnerabilities, 
especially in industrial control sys-
tems (ICS), supervisory control and 
data acquisition (SCADA) systems, 
and operational technology (OT) 
protocols and networks.
These systems and communications 
protocols oversee industrial pro-

cesses in dozens of industries, and 
any weak spot could be a beacon to 
threat actors keen on accessing the 
internals of an industrial enterprise 
and either disrupting or modifying 
processes central to the business.
Cybersecurity specialist Claroty has 
attempted to define the vulner-
ability landscape around industrial 
cybersecurity and presents a com-
prehensive look at ICS vulnerabilities 
disclosed publicly during the second 
half of 2020. Here are its most impor-
tant findings.

ICS Security Research and 
Disclosure Trends
• �During the second half of 2020, 

449 vulnerabilities were disclosed 
affecting ICS products from 59 
vendors. More than 70 percent of 
those flaws were assigned high 
or critical Common Vulnerabil-
ity Scoring System (CVSS) ratings, 
down from more than 75 percent 
in the first half of 2020. CVSS is an 
open framework for communicat-

ing the characteristics and sever-
ity of software vulnerabilities.

• �The number of ICS vulnerabilities 
disclosed in 2020 increased by 
32.89 percent compared to 2018 
and 24.72 percent compared to 
2019. The likely primary factors 
for the increase are heightened 
awareness of the risks posed by 
ICS vulnerabilities, and increased 
focus from researchers and ven-
dors on identifying and remediat-
ing such vulnerabilities as effec-
tively and efficiently as possible.

• �Disclosures in the second half of 
2020 showed that vulnerabilities 
in ICS products are most prevalent 
in the critical manufacturing, en-
ergy, water and wastewater, and 
commercial facilities sectors – all 
of which are designated as critical 
infrastructure sectors.

• �Third-party companies were re-
sponsible for discovering 60.8 
percent of the vulnerabilities, 
making them the most dominant 
research group in ICS security. 
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Among all third-parties, 22 were 
reporting their first disclosures, 
further evidence of growth in the 
ICS vulnerability research market.

Threats and Risks from ICS 
Vulnerabilities
• �Vulnerabilities exploited through 

a network attack vector (that is, re-
motely exploitable) stood at 71.49 
percent.

• �Based on the Purdue model, both 
the basic control level, which in-
cludes all the controlling equip-
ment (devices that open valves, 
move actuators, start motors, 
and so on), and supervisory con-
trol level, encompassing human/
machine interfaces and supervi-
sory control systems (line control 
programmable logic controllers, 
engineering workstations) were 
affected by 46.32 percent of the 
vulnerabilities found. The Perdue 
model is a reference model that 
shows the interconnections and 
interdependencies of all the main 
components of a typical ICS.

• �Multiple types of products oper-
ating at various OT Purdue model 
levels, IoT and network devices 
accounted for 14.7 percent of vul-
nerabilities found. This category 
mostly contains vulnerabilities in 
third-party components.

• �A worrying 89.98 percent of vul-
nerabilities don’t require special 
conditions to exploit and an at-
tacker can expect repeatable suc-
cess every time.

• �In 76.39 percent of the vulnerabili-
ties, the attacker is unauthenti-
cated prior to attack and doesn’t 
require any access or privileges to 
the target’s settings or files.

• �If exploited successfully, 65.7 
percent of the vulnerabilities can 
cause total loss of availability.

It’s important to remember that in-
dustrial control systems and other 
field devices have extensive shelf 
lives. Unlike IT software, applications 
and hardware appliances that have 
regular update and buying-turnover 
cycles, ICS gear, and operational 
technology are designed to last con-
siderably longer. Much of this equip-

ment runs critical infrastructure and 
manufacturing processes in indus-
tries that are pivotal to the global 
economy. Taking down an industrial 
control system or specific process-
oriented device for a firmware or 
software update is no simple feat in 
industries where uptime, reliability, 
and safety are paramount.

Digital Transformation and 
Convergence
Some of the increased focus on ICS 
vulnerabilities from security com-
panies and independent research-
ers – not to mention threat actors 
– mirrors the convergence of IT and 
OT networks. These synergies will 
enhance the efficiency of industrial 
processes and save money across 
the board – but they can also in-
crease the attack surface available to 
adversaries. Some attacks that origi-
nate on IT networks via well-known 
vectors (such as phishing, malware, 
or exploits of known flaws) may 
cross over to industrial networks. En-
gineering workstations, for example, 
traverse both networks and can be a 
linchpin that allows denial-of-service 
or ransomware attacks to affect both 
IT systems and ICS devices, thus im-
pacting industrial processes.
The second half of 2020 saw a signifi-
cant number of remotely exploitable 
vulnerabilities reported to vendors 
and disclosed by organizations such 
as ICS-CERT, CERT@VDE, and Mitre. It 
is important for defenders to focus 
on comprehensive remote access 
solutions that are ICS and OT-specific 

and understand the communication 
protocols at play there. Network seg-
mentation and network-based de-
tection are fundamental to defense-
in-depth and are also mandates to 
protect converged IT/OT networks.

Maturation of  
ICS Security Research
The steady growth of reported ICS 
vulnerabilities is noteworthy in terms 
of maturation but, currently, it’s also 
largely limited to three vendors: 
Schneider, Mitsubishi, and Siemens. 
A large majority of the products with 
disclosed and patched vulnerabili-
ties in the second half of 2020 belong 
to those three leading vendors; the 
other vendors combined had fewer 
products affected by vulnerabilities. 
However, that doesn’t mean these 
vendors have cleaner, more secure 
products, it’s more of an issue of ac-
cessibility to equipment for a grow-
ing number of researchers.

Adversaries and Exploits
Threats continue to surface from 
nation-state actors (cyberattacks 
against the Israel Water Authority and 
the SolarWinds supply-chain attack) 
and cybercriminals (the inclusion of 
ICS processes in the Snake ransom-
ware kill list). Breaching the corpo-
rate perimeter is the first hop on the 
Purdue model, and while network 
defenses may be enhanced, incidents 
such as the SolarWinds attack dem-
onstrate the fragility of some perim-
eter-based defenses and the eventu-
ality that these attacks will land on 
ICS and supervisory control and data 
acquisition (SCADA) equipment.
Compounding the risk is the fact 
that attacks against ICS devices and 
OT networks tend to be targeted. 
While ICS and SCADA vulnerabil-
ity research is maturing, there are 
still decades-old security issues yet 
uncovered. For now, attackers may 
have an edge in exploiting them, 
because defenders are often ham-
strung by uptime requirements and 
an increasing need for detection ca-
pabilities against exploitable flaws 
that could lead to process interrup-
tion or manipulation.so
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Weak spots 
are beacons to 
threat actors 
keen on disrupt-
ing central 
processes. 
Chan Fradkin
Senior security  
research analyst at Claroty
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T
he early ’60s were a more inno-
cent age than ours. Federico Felli-
ni’s La Dolce Vita gave moviegoers a 
glimpse into the carefree world of the 

jet set. Those who could afford it flew from con-
tinent to continent within just a few hours. Tickets 
and passports were only checked at the gates. This 
changed dramatically on July 23, 1968. Three Palestin-
ians, demanding freedom for their jailed compatriots, 
hijacked an Israeli plane on its way from Rome to Ath-
ens. Almost immediately, airports began to change and 
security checks became part of flying. 
At that time, the US was at the forefront of the push for 
more security in the air. Security devices became bet-
ter and better and today are to be found almost every-
where: in courthouses and public buildings, schools, 
and sports stadiums.
Where IT security’s concerned, it’s a completely differ-
ent story. Since the Crypto Wars of the 1990s, US agen-
cies have been chipping away at security by demand-
ing that companies include backdoors in their software 
and hand over duplicate encryption keys to the au-
thorities. When governments objected, the US National 
Security Agency simply exploited loopholes and kept 
this knowledge to itself. 
For many years, mathematician and cryptographer 
Bruce Schneier and other security experts have tried to 
talk politicians out of this dangerous nonsense. Despite 
this, the so-called useful security hole project keeps 
cropping up under a different name all around the 
world. The latest example is the EU Parliament, which 
passed a resolution in November 2020 calling for mea-
sures to undermine secure end-to-end encryption with 
skeleton keys and state-sponsored Trojan horses – mal-
ware that performs a range of malicious actions while 
misleading users of its true intent. The deliberations 
aren’t over yet but the project appears to be on track.

The Five Eyes, an intelligence alliance 
formed by the US, the UK, Canada, 

New Zealand, and Australia, is following 
a much more perfidious strategy. Instead 

of demanding that developers build back-
doors into their apps, the Ghost Protocol would 

require the owners of messaging services to copy 
the encrypted message to a third party, a law enforce-
ment agency that owns a private key.
Thankfully, a coalition of technology companies, pri-
vacy experts, and human rights groups published an 
open response to this, claiming “it would undermine 
the authentication process … introduce potential 
unintentional vulnerabilities, increase risks that com-
munications systems could be abused or misused.” 
That seems to have stopped the Ghost Protocol in its 
tracks, at least for now, but who knows what is really 
going on in the secret world of multinational snoop-
ing?
One thing is sure – it doesn’t matter if you hide a 
duplicate key under the doormat or in a bank safe, 
if there is a duplicate key somewhere, someone will 
eventually find it and use it.
In IoT solutions the concept of predictive maintenance 
is an important driver. The object of this concept is to 
change parameters in time to protect a device in im-
minent danger of breaking down. The industrial sabo-
teur wants the exact opposite – to maximize wear and 
suppress alerts. So obviously, anyone selling or using 
IoT should fight tooth and nail to ensure that data 
handled by these systems is encrypted from start to 
finish. If governments say they just want to read com-
munications in justified cases, who can guarantee 
that such tools will stay in reliable hands? Nobody! 
The only conclusion here is to be wary of all back-
doors and duplicate keys – there are no good security 
loopholes.

There are  
no good  
security  

loopholes. 
Bernd Schöne 

is a veteran German Internet  
journalist and an expert on  

cybersecurity.
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Beware of Backdoors!
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S
ecurity is a rising concern in the 
embedded market – and for 
good reason. As hackers be-
come ever more capable, the 

industry is coming to realize that security 
is a process, not a feature. It needs to start 
the day you begin thinking about a new 
product or service and it ends on the last day 
when you decommission them.
The assumption made by many developers is that se-
curity is a feature of a product that can be implemented 
just like any other feature. This is an easy way to look at 
security because, in that way, either you have security 
or you don’t. This is why people often have a hard time 
grasping the fundamentals of security, which is the pro-
cess and not the product or feature. It is a gradient that 
starts with no security at all and ends with military-class 
security. You have to analyze where your needs are and 
how to implement them. 
The process of implementing security can be split into 
several key steps: the requirements and specifications 
decisions, the design phase, testing, production, distri-
bution, operations, and, finally, the end-of-life stages. 
The steps where provisioning becomes critical is clearly 
the distribution and production phase – and that’s 
where Avnet has been a key player for 100 years. In fact, 
as we celebrate our centenary this year, it still makes 
sense for us to offer services around that part of the pro-
cess, as well. 
Supply networks need to be extremely flexible. A com-
pany may want to produce its products in Asia, Europe, 
or in America, both North and South, but that can re-
sult in an untrustworthy manufacturing environment. 
Device credentials and software can be exposed during 
manufacture, which can lead to counterfeit products 
and reliability issues, Trojan horses in the infrastructure, 

low performance, and high warranty 
costs. 
As a licensed distributor of Microchip’s 

Trust Platform, a family of pre-provi-
sioned, preconfigured, or fully customiz-

able secure elements, Avnet Silica aims 
at closing that gap by delivering pre-provi-

sioned parts to the market. Our partner NXP 
Semiconductors has a similar solution where 

some security credentials are already provisioned 
before it is even distributed to the OEM. We also have 
a strategic partnership with Trusted Objects, a software 
company specializing in IoT security, to enable us to 
offer a scalable end-to-end security solution for low-
power devices. This relationship allows customers to 
comprehensively secure their IoT devices while speed-
ing time to market, reducing costs, and managing com-
plexity.
Whenever necessary, we can do the provisioning in a 
closely tailored way, so it fits a customer’s needs exactly. 
Avnet Silica operates its own process-secure program-
ming facility near Munich, Germany, which has access 
restrictions on different levels and a different sensitiv-
ity level. We provision the parts of each system and ship 
them directly to the manufacturer, effectively mitigat-
ing most of the risk. All the proprietary information that 
needs to be programmed into the product is already 
there from the get-go. 
One key challenge is that there’s very little standardiza-
tion today. Threat analysis and mitigations may differ 
from system to system but the tools to solve them are 
the same. That is why Avnet Silica offers a toolbox where 
customers can pick and choose the tools they need to 
get to the right security level. We are constantly expand-
ing that toolbox to offer more complete security by cov-
ering an ever-wider part of the security process.

Threats are 
different but the 

tools to solve 
them are the 

same. 
Martin Milter 

Head of Cybersecurity EMEA 
for Avnet Silica

IoT Provisioning

Security from  
the Get-Go
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Smoke and 
fire detectors 
are becom-
ing smarter 
than ever.

Fire watches, or vigils, have existed since Ancient Rome.  
Today, instead of people, the latest generation of sensors  
do all the work much more reliably – and a lot cheaper.  

The fire detectors work together in a network  
and sound the alarm via the cloud.

n By Bernd Schöne

Smart Sensors

Hot stuff

H
ealthy sales volumes and 
highly integrated chips 
mean it has never been so 
cheap and easy to buy re-

liable protection against fire dam-
age. For as little as €42, you can 
get an Internet-enabled IoT device 
with minimal energy consump-
tion that will last ten years without 
maintenance.

Smoke Detectors
Smart-home smoke detectors can 
do even more than sniff the air. In 
the event of a fire, all the detectors 

in the house will sound the alarm 
and absent residents will be noti-
fied by SMS or email. These sys-
tems can also light escape routes 
or raise blinds and shutters to 
facilitate rapid evacuation. Some 
manufacturers even populate and 
integrate their detector hubs with 
their intrusion detection systems. 
Monitoring is done via an app or 
web interface and calls for help 
from the emergency services can 
be made from anywhere at the 
push of a button. A fire causes min-
ute specks of soot to be released 

into the air and a modern fire de-
tector contains a scattered-light 
sensing chamber to monitor for 
these particles. In this air trap, a 
light-emitting diode (LED) shines 
light of a single color through the 
air in the sensor and a photodiode 
registers any light scatter caused 
by soot particles. More expensive 
systems use two colors, which en-
ables the size of the soot particles 
to be determined. The detectors 
may also test for other fire indica-
tors by measuring the ambient 
temperature, as well as checking 
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the concentration of carbon mon-
oxide in the air.
Aspirating smoke detectors (ASDs) 
use suction systems to draw air 
through pipes into the sensor. 
Application areas include listed 
buildings and museums or dusty 
environments such as animal en-
closures. Intake filters remove larg-
er dust particles which would clog 
the detection chamber. ASDs often 
use laser diodes as the light source 
in the scattered-light chamber to 
detect even the slightest particle 
scattering. 

Bosch Smart Home System
Watching Out for Intruders as Well as Fire

The Bosch Smart Home system is a multisen-
sor infrastructure which integrates fire detec-
tion, home security, and heating controls. 
The Bosch Smoke Detector not only guards 
against fires and gas leaks but also has a mo-
tion detector which can be linked to other 
intrusion detectors (door or window contacts 
and surveillance cameras) to offer complete 
security. 
The Smart Home system uses the Zigbee 
wireless protocol to communicate between 
the numerous detectors. A Bosch Smart 
Home Controller gateway connects the 
Zigbee network to the Internet via a router, 
which allows alerts to be sent directly to a 
smartphone. 

Honeywell Faast XM System
Sucking Up Smoke

Suction systems are the specialist units among 
smoke detectors. They draw in the air via a 
pipe system (aspiration tubes) which can be up 
to 320 meters long, making them ideal for use 
in listed buildings or rooms with suspended 
ceilings. In addition, larger particles in the 
airflow are filtered out, making suction sys-
tems suitable for use in dusty environments, 
such as production environments or animal 
enclosures. 
The detection chambers usually use expensive 
IR laser diodes (as used in DVD players) as their 
light source instead of the usual LEDs. This 
increases sensitivity and “noise” immunity 
enormously.  The picture shows the Honeywell 
Faast XM system which has two scattered-light 
detection chambers supporting up to four 

aspiration tubes. Each unit can be connected 
directly to a local bus network and onwards to 
the Internet via Ethernet and TCP/IP.

The Honeywell Smart4 IRX-751CTEM-W com-
bines four sensor types: carbon monoxide, IR, 
smoke, and heat. The Smart4’s microprocessor 
dynamically adjusts the unit’s detection profile 
as it monitors the inputs from the sensors. In 
this way, transient “noise” can be detected and 
ignored to offer immunity from false alarms 
and improved fire detection.
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Honeywell Smart4 IRX-751CTEM-W
No More False Alarms
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VIN

VDD
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R2

R3

U1a

U1b

Q1

Q2

RHEATER

iHEATER  = VIN ∗ R2 / ( R1∗ R3 ) 

Bosch 420 Series Detectors
Two Eyes Are Better Than One

Ei208iDW Carbon Monoxide Sensor
Digital Canary Bird

Renesas SGAS711
Gassing Up

Based on the idea that two eyes are 
better than one, the Bosch 420 Series de-
tectors boast dual-optical chambers for 
extra sensitivity and flexibility. All sensor 
signals from the chambers are continu-
ally evaluated by the internal electronics 
and linked together with the aid of an 
integrated microprocessor. 
Because the chambers are linked, the 
detectors can be used where light 
smoke, vapor, or dust due to operational 
conditions is present. Apart from fire and 
carbon monoxide detection, the 425 LSNi 
can identify the presence of hydrogen 
and nitrogen monoxide.

Around a hundred years ago miners 
could only protect themselves from 
deadly mine gases, such as carbon 
monoxide, by using canary birds to give 
a warning. Today’s electronic canary is 
the smartphone app, such as the one 
from Ei Electronics. The company’s 
Ei208iDW carbon monoxide sensor 
connects to its Internet app not only 
to send alarms but also to provide 
information on air quality trends. The 
detector’s long-life 3 V lithium battery 
lasts about ten years.

There is an obvious need to detect the 
presence of flammable gases before their 
concentration levels approach explosive 
proportions. The SGAS711 by Renesas 
is a solid-state chemiresistor sensor 
designed to detect flammable gases in air. 
The SGAS711 sensor uses an integrated 
heater with highly sensitive MOx mate-
rial tailored for detection of flammable 
gases. The device is ideal to be used as a 
methane gas sensor, propane gas sensor, 
hydrogen gas sensor, liquefied petroleum 
gas sensor (LPG sensor), and more.
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Flame Detectors
Flame detectors are inexpensive, 
low-power sensors that detect 
infrared radiation, especially the 
flickering of flames. When the sen-
sor is triggered, a microprocessor 
activates an alarm. More expensive 
systems use additional ultraviolet 
detectors. These IR plus UV units 
are more expensive but give fewer 
false alarms. 
At the more expensive end, ther-
mal-imaging cameras are the 
newest components of fire pro-
tection. Unlike IR sensors, they 
are designed to detect potential 
fires long before they break out by 
helping to identify areas of sharply 
rising temperature. Thermal imag-
ing is particularly useful in areas, 
such as hay storage shelters or 
waste dumps, where spontaneous 
combustion can occur, or to moni-
tor the heating effect of wear and 
tear on machinery.
Thermal cameras may be more ex-
pensive but their advantage is that 
they can be used from a distance 
to view and protect a wider area. 
The resolution is much lower than 
visible light cameras, much less 
than 1 megapixel, but indicating 
where the problem area lies rarely 
requires high definition – though 
higher resolutions are available at 
extra cost.

Gas Detectors
Gas detectors are often installed 
alongside smoke detectors to 
sense natural-gas leaks, which 
could lead to a fire or even an ex-
plosion. They are usually designed 
to detect poisonous carbon mon-
oxide, too, which could be leaking 
from gas cookers or central heat-
ing boilers. Carbon monoxide is 
colorless and odorless and can 
cause headaches, fainting, and, in 
higher concentrations, death. 
Some detectors also monitor for 
sound changes to detect the ultra-
sonic noise created as pressurized 
gas is forced through a crack in a 
pipe. Early warnings would mean 
that remedial actions could be tak-
en before a buildup happens.

Draeger Gas Detector
A Warning from the Cloud

Flir-One Camera
See the Fire before It Starts

An industrial gas detector from Drae-
ger can be equipped with up to six 
sensors. Status queries and alarms are 
sent via SMS if required and more-de-
tailed data can be sent periodically via 
email. A cloud service records name, 
type, and concentration of gases and 
other relevant data. Optionally, gas 
concentrations can be displayed in 
an online table or a single trend on 
a visualization panel that can be ac-
cessed on a local network through a 
web browser.

The Flir-One camera is Flir Sys-
tems’ entry-level model to the 
world of thermal imaging. It is 
intended for service engineers 
who want to get an at-a-glance 
overview of overheating, defective 
components so they can inter-
vene before a fire breaks out. The 
camera connects to an Android 
or iOS smartphone’s USB socket, 
allowing photos and videos to be 
sent from the field. The resolution 
is 160 pixels by 120 pixels and the 
camera can record temperature 
differences of up to 0.1°C.
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NXP MC145010
Setting a Standard

The MC145010 microprocessor by NXP is 
already used in millions of homes. It has 
become the standard chip in low-cost smoke 
detectors. In a scattered-light chamber, a 
photodiode receives the light emitted by 
the internal LED. Motorola’s chip evaluates 
any changes in the amount of light received 
by the photodiode to determine if smoke is 
present and, on detection, the chip can cause 
a warning light to flash and set off a piezo-
electric horn. 
The MC145010 can operate at voltages be-
tween 6V and12V, so it will continue to work 

even with weakening batteries. Its current 
usage is an extremely modest 
12 µA which further 
preserves battery 
life.

so
ur

ce
 ©

: A
m

az
on

.c
om

87

084-087 Smart Sensors_korr.indd   87 20.05.21   22:51



Smart  
Companies

A puff of smoke trails from Fred Flint-
stone’s bare feet as he physically pro-
pels his wood and stone car down a 
prehistoric road. It’s safe to say that 
we’ve collectively taken technology 
well beyond this crude (and, of course, 
fictional) point in automotive history.
The drive to perfect autonomous ve-
hicles is creating numerous oppor-
tunities for innovators and a healthy 
acquisition market. AMD is seeking 
a role in this future and its latest 
target is Xilinx, the inventor of field-
programmable gate arrays (FPGAs). 
FPGAs not only offer a field-upgrad-
able alternative to hard-wired ap-
plication-specific integrated circuits 

Xilinx 

Flintstones  
and Jetsons

(ASICs) but can also be used to speed 
up the development of ASICs.
Onboard field-programmable gate 
arrays (FPGAs), systems-on-a-chip 
(SoCs – integrated circuits that con-
tain all or most components of a 
computer), and artificial intelligence 
(AI) are steering the automotive in-
dustry further toward fully autono-
mous vehicles. It’s still a long road 
to the advanced automation of the 
cartoon flying car that collapses into 
George Jetson’s briefcase.
This is the gray area in which today’s 
automotive hardware engineers find 
themselves. According to the US Na-
tional Highway Traffic Safety Admin-
istration (NHTSA), “Self-driving vehi-
cles ultimately will integrate onto US 
roadways by progressing through six 
levels of driver assistance technology 
advancements in the coming years.”
It’s an optimistic statement but it 
leaves many questions: How long 
will this journey to fully autonomous 
cars and trucks take? And what path 

will take us there? The truth is com-
plex but the short, encouraging an-
swer is that we’re already en route.
But the road to truly independent 
autonomous systems will be incre-
mental – which is why it is critical 
that companies begin designing 
around technology with the adapt-
ability to withstand a long, gradual 
period of development. Fortunately, 
unlike the Jetsons’ briefcase car, the 
necessary technology already exists.
Uniquely positioned for extensive 
adaptability and scalability, Xilinx 
devices provide flexible, standards-
based solutions that combine soft-
ware programmability, high-per-
formance image processing tightly 
coupled with analytics and any-to-
any connectivity, with the security 
and safety needed for next-genera-
tion automotive systems.
AI capabilities require high process-
ing power combined with low la-
tency, and Xilinx adaptive solutions 
offer these characteristics with as 
little as three microseconds of laten-
cy. Additionally, they allow for the 
incorporation of advanced neural 
networks to facilitate sophisticated 
machine-learning capabilities. That’s 
why high-compute-powered, low-
latency, power-efficient, and emi-
nently flexible Xilinx FPGAs and SoCs 
are already in over 100 vehicle mod-
els across nearly 30 manufacturers.
Along with the versatility of Xilinx 
automotive solutions comes in-
creased complexity in implementa-
tion. Fortunately, the XiLink software 
development kit has been devel-
oped to seamlessly integrate Xilinx 
into new automotive designs. Avnet 
incorporates these tools to leverage 
Xilinx solutions to help speed prod-
ucts to the market.
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Self-driving 
vehicles will 
integrate onto 
US roadways 
in the coming 
years. 
US National Highway 
Traffic Safety Adminis­
tration (NHTSA)
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Predictive maintenance involves us-
ing external multisensor devices to 
measure a machine’s state of health 
by detecting anomalies and drifts 
from its normal operating footprint. 
These devices need to be located on 
the equipment to be monitored, with-
out additional wiring or other modifi-
cations, by integrating connected, 
energy-efficient electronics in a non-
intrusive and compact manner.
Asystom, a specialist in predictive 
maintenance for Industry 4.0, has in-
troduced a turnkey, standalone sys-
tem for monitoring equipment and 
preventing breakdowns. It is targeted 
at industrial sites in mining, steel-
works, automotive, aeronautics, phar-
maceutical laboratories, water and 
waste treatment, food, and energy.
The technology takes a detailed op-
erating footprint of a machine and 
then monitors it in real time to give 
the earliest possible alert of any per-
formance drift or malfunction. The 
objective being to improve the pro-
ductivity and thus the profitability 
of production units by avoiding un-
scheduled shutdowns.
Using Asystom’s algorithmic devel-
opments, the devices process large 
amounts of complex data and trans-

Asystom

Creating the Circular Economy
 

fer them for processing in real time. 
The devices integrate multiple physi-
cal parameter sensors (up to nine pa-
rameters) to predict industrial equip-
ment failures and to determine the 
causes. The measured information is 
encrypted and transferred safely to 
server-based storage via a wireless 
LoRa (Long Range) network to avoid 
any additional installation burden. 

Operating alerts, diagnostic tools, 
and device setup all run on a single 
web-based application. 
Stephane Lhuisset, CTO of Asystom, 
says, “We are increasingly seeing the 
emergence of the principles of a circu-
lar and responsible economy. Industry 
has come to realize that it’s better to 
optimize the use of equipment, which 
must be durable while remaining ef-
ficient. Industry digitalization and 
preventive maintenance are effective 
means to achieve this, as well as im-
proving production capacity.”
Asystom’s analytic devices are also 
aligned with this concept. Customers 
don’t need to frequently change the 
batteries of their wireless sensors or, 
worse, throw them away after two 
or three years because they have be-
come obsolete.
Pierre Naccache, founding president 
of Asystom, adds: “We have driven 
technological innovation by allow-
ing the devices to ‘wake up’ just when 
needed. Asystom devices can be 
configured remotely to measure in 
real time but, also and above all, are 
capable of determining when to take 
measurements. All data is transmit-
ted in real time and accurately. Infor-
mation and alerts are presented on 
an easy-to-use dashboard and, finally, 
these devices are all manufactured in 
Europe.” 

Pierre Naccache
CEO of Asystom
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Droniq is working on integrating 
unmanned aerial systems (UAS), 
commonly known as drones, into 
the (controlled) airspace, in a reli-
able, secure, and affordable way. 
By making drones “visible” for oth-
er aircraft and airspace control, a 
significant increase in operational 
safety can be achieved. To do this, 

Droniq 

Traffic Management for Drones 
they developed a hook-on device 
(HOD) called HOD4track, which 
can be mounted to almost any UAS 
on the market.
Droniq was founded as a spin-
off of the “connected drones” 
research project, which was initi-
ated by Deutsche Flugsicherung 
and Deutsche Telekom in 2016. 

The goal of the project is to dem-
onstrate that drones can be safely 
integrated into the airspace by us-
ing existing technologies, like LTE, 
GNSS, and FLARM, to unleash their 
full economic potential. A drone 
safety solution is highly appreci-
ated with millions of aircraft ex-
pected in the future.
The drone traffic management sys-
tem (UTM) is an independent web 
platform for drone operators to 
perform below-line-of-sight mis-
sions, like power grid inspections. 
The UTM calculates a real-time air-
space situation display. All drones 
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that are signed into the system are 
visualized together with their flight 
routes. Alerts are triggered for po-
tential collisions and airspace can 
be blocked on demand or when 
necessary. When the drone opera-
tor logs into the UTM the position 
is calculated by the HOD continu-
ously and independent from the 
UAS flight controller. If necessary, 
FLARM (flight alarm) signals re-
ceived from surrounding air traffic 
are also sent to the UTM. Addition-
ally, the drone’s position is sent via 
FLARM, making it visible to other 
aircraft nearby.
The position of the HOD is tracked 
by a u-blox M8 GNSS module, 
which supports up to three GNSS 
systems including GPS/Galileo to-
gether with BeiDou or GLONASS 
at meter accuracy. These low-cost 
multi-constellation GNSS receiv-
ers are affordable for start-ups at 
a price range of under €100. Oper-
ating at 5 V and consuming <400 
mA, the whole device weighs only 
35 g, which is very energy-efficient 
when mounted on drones. Even 
fully equipped with antennas 
and an external battery, it weighs 
only 149 g. The four-way antenna 
constellation enables LTE, GNSS, 
FLARM, and ADS-B signals to be 
processed simultaneously.
Droniq is working on a pilot proj-
ect together with the German 
military (Wehrtechnische Dienst-
stelle der Bundeswehr Manching), 
Fraunhofer IIS, and Deutsche Flug-
sicherung to test anti-spoofing and 
anti-jamming GNSS applications 
for civil aviation. The Galileo Public 
Regulated Service (PRS) has been 
selected to provide this service for 
critical navigation. The consortium 
has built a demonstrator, which is 
using Galileo PRS on the HOD. This 
generation of the device transmits 
the encrypted Galileo PRS signal 
to the UTM. The goal is to have a 
protected server environment to 
decrypt the code within the infra-
structure at Deutsche Flugsicher-
ung. This would allow safe opera-
tions within the DFS Data Center, 
together with the UTM.

Fixed-wire net-
works are the 
Achilles heel of 
blasting. 
Aymerk Denuelle
Davey Bickford Enaex

The most dangerous moment in 
mining is when someone lights 
the fuse and everybody starts run-
ning. Davey Bickford, a subsidiary 
of Enaex, a world leader in mining 
services, wants to defuse the situ-
ation with its remote control elec-
tronic detonator, dubbed Davey-
Tronic Edge. 
The system uses a common IoT 
radio frequency protocol to com-
municate up to thousands of deto-
nators before triggering each ex-
plosive device. 
Electronic detonators have been 
around since the 1990s, but, says 
Aymeric Denuelle, of Davey Bick-
ford, the Achilles heel were the 
fixed-wire networks connecting 
the detonators to the blasting ma-
chines, which were complex and 
prone to electric leakage.
Early wireless detonators were uni-
directional – in other words, sig-
nals could be sent to a detonator, 
but no response could be received.
DaveyTronic Edge not only does 
away with the need for surface 
wiring, but also controls multiple 

Davey Bickford 

Having a Blast 

electronic detonators from a sin-
gle, safe location, thereby making 
the blasting process less risky and 
more efficient.
Until now, mining workers have 
been forced to manually check 
conditions before pressing the 
button – a process known as “prim-
ing the blast.” This is costly and 
time-consuming, as well as risky in 
the event of human error. But the 
main worry was finding detonators 
that failed to go off, which required 
searching for hours through huge 
piles of debris.
The new system has been success-
fully tested in a large pit mine in 
Chile, where it proved capable of 
operating safely over a distance of 
several kilometers.
As Aymeric Denuelle says, “Our 
goal is to always provide safer so-
lutions so that our customers can 
trigger larger blasts from a remote 
firing point. Time is money in this 
industry and mining companies 
need to spend more time collect-
ing the ore than organizing the 
blast.”
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Smart 
Products

Schwinn

Smart Indoor Cycling

Many people have not been able to do their regular workout during the 
pandemic – with gyms closed in many countries. Riding the smart IC8 
Indoor Cycling Bike from Schwinn means workouts can be done at home. 
The exercise bike uses Bluetooth to connect to apps including Explore 
the World, Zwift, Peloton, or Kinomap. Information on time taken, virtual 
distance traveled, calories used, and revolution speed is shown on a 
mounted LCD display as well as the app, and though heart-rate monitor-
ing is enabled, it requires extra purchases. There is also a holder that 
can take a smartphone or a tablet. The IC8 can be adjusted for people 
between 1.55 meters and 1.95 meters tall. The bike weighs 50 kilograms 
and is available for $1,000.	 www.global.schwinnfitness.com

Klafs 

A Sauna for the Smaller Home
Private saunas were once the preserve of households with 
sufficient space. Klafs is changing that with the foldaway Sauna 
S1. Fully retracted it is only 60 centimeters deep – about the 
size of an average closet. Pushing a button on the compact 
controls prompts silent motors to extend the three elements 
to add an extra meter to the S1, making it ready to use within 
20 seconds. The back wall has a specially designed integral 
air channel, allowing optimal heat circulation and a healthy 
thermal environment in the sauna. It’s so self-contained, if you 
move house, you can take the sauna with you just like a piece 
of furniture. The S1 is available in three sizes with five different 
exterior trims (white, white satin, Swiss pine, walnut, and oak) 
and four different front panels.		  www.klafs.com

Smart Solutions Smart Products
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Arlo

Security under the Spotlight
Arlo is updating its Wire-Free Spotlight Camera range with two 
models: the Pro 4 and Ultra 2 security systems. The Pro 4 deliv-
ers 2K HDR video quality and has an integrated spotlight with 
color night vision and 160° field of view. It connects directly to 
Wi-Fi, so it may be used as a stand-alone camera or as a comple-
ment to an existing Arlo ecosystem. The Ultra 2 offers the same 
features but upgrades the video to 4K with HDR and 180° field 
of view. Its improved Wi-Fi connectivity offers better perfor-
mance under challenging Wi-Fi conditions.        www.arlo.com

It has been some time since the microwave oven made its way 
into the home and changed the way people prepare their food. 
Now Brava hopes to make a similar impact with its pure light 
technology, an oven that uses visible and infrared light to cook 
many kinds of meals. The Brava oven has a built-in camera, 
particulate sensors, a humidity sensor, and an array of seven 
thermometers to assess the condition of the food, air, and cook-
ing chamber. Six halogen lamps heat the food and can reach up 
to 260°C in a tenth of a second – that enables the oven to cook 
faster, sear quicker, and retain juiciness. Three zones of ingre-
dients can be cooked simultaneously and algorithms control 
the heat and light, allowing baking, dehydrating, air-frying, and 
more. Wi-Fi connectivity means that new programmed recipes 
can be added every week and instructions, or just the camera 
image, can be displayed on the oven’s five-inch touch screen – or 
on a smartphone app. Currently only shipped in North America, 
prices for the oven start at $1,095, which includes a two-year 
subscription to the Brava Plus recipe service.	 www.brava.com

Razer

Cool Glasses for Gaming on a Sunny Day

Razer is mainly known as a maker of computer peripherals especially aimed 
at gamers. Now the company has presented its first wireless communications 
eyewear product, Anzu Smart Glasses. Designed as sunglasses, the frames 
conceal open-ear audio and an omnidirectional microphone which connect 
to smartphones or computers via 60 ms low-latency Bluetooth. Despite the 
additional hardware, the glasses only weigh 48 grams and Razer claims the 
Bluetooth, originally developed for gaming, will make experiences more im-
mersive. The ability to hear ambient sounds as well as transmitted audio allow 
the wearers to enjoy digital entertainment anywhere, while working or when 
outdoors. The frames are available in two designs – rectangular or round – and 
the lenses combine blue light filtering (35 percent protection) with UVA/UVB 
protective polarization (99 percent protection). For those who lack 20/20 vision, 
online optician Lensabl is offering a 15 percent discount on prescription lenses 
for buyers of the Razer Anzu.	 www.razer.com

Brava

Making Light Work of Cooking
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Sony 

VR to Become Reality  
for PS5

Dogness 

Wayward Pets Collared

Blackmagicdesign 

Multi-Camera Production for Everyone

From launch, Sony’s PlayStation 5 (PS5) has only 
supported virtual reality games programmed for 
the PS4. Among these games are Astro Bot: Rescue 

Mission, Tetris Effect, Blood & Truth, Moss, Beat Saber, 
and Resident Evil 7 Biohazard. Now, Sony has announced 
a next-generation VR system that is being exclusively 
developed for the PS5. The company claims this will 
bring dramatic leaps in performance and interactivity 
as well as enhanced resolution and field of view. The 
headset will be accompanied by a new VR control-
ler that incorporates some of the features from the 
successful DualSense wireless controller. No images of 
the headset have been provided yet because it’s still in 
development and Sony has said it will not ship before 
the end of 2021. Despite this, it does show that Sony 
is still seriously pursuing the path to a truly immersive 
experience for gamers.	 www.playstation.com 

Chinese company Dogness, a developer and manufacturer 
of pet products, has released the Smart GPS Pet Tracker, a 
collar or harness-attached device that acts as a virtual leash. 
The GPS tracker has a 4G SIM card built in to show the pet’s 
real-time location on the owner’s smartphone. In addition to 
GPS, the device also uses Wi-Fi, high location accuracy and 
connection speed wireless location-based services (LBS), 
and Assisted Global Positioning System (A-GPS) to allow 

high location accuracy and connection 
speed. The battery will work more than a 
week on standby and it can be charged by 
cable or wirelessly with the supplied Qi pad. 
Pet management features in the app monitor 
activity and health and an alert can be sent if a pet 
leaves or returns to a “virtual fence” area defined by the 
owner.			                  www.dogness.com

The Covid pandemic has brought 
massive changes to the way we 
communicate – it seems like 
almost everyone has become a 
broadcaster, if only on Zoom, Microsoft Teams, and other free platforms. For the more ambitious, 
Blackmagicdesign’s new series of its Atem Mini streaming boxes allows anyone to create profes-
sional, multi-camera productions for live streaming to online services, such as YouTube, Skype, or 

Zoom. The switches come with up to eight video camera inputs, but computer signals or 
smartphone displays may also be transferred to the switch. One of the built-in digital video 

effect generators allows picture-in-picture effects. There are five models available: the origi-
nal Mini, the Mini Pro, the Mini Pro ISO, the Mini Extreme, and the Mini Extreme ISO. The latter 

is the top of the range and has eight HDMI inputs, four advanced chroma keyers, six independent 
DVEs, two media players, two downstream keyers, 16-way multiview, two USB connections, and 
two HDMI auxiliary outputs. It is available at $1,000, while down the range, the Atem Mini, which 
was introduced in late 2019, is still available for $300.		  www.blackmagicdesign.com 

Smart Solutions Smart Products

94

092-097 Smart Products_korr.indd   94 20.05.21   22:52



Nuki 

Opening Doors to Keyless Access
Insta360 

Smallest Camera  
for Big Action

Austrian smart-lock specialist Nuki’s latest product 
allows smart access from the street into apartment 
blocks for all residents. Nuki Box is installed in a 
building’s main entrance intercom and door release 
system, allowing residents to open the door using a 
smartphone app. While the company’s established 
solution Nuki Opener is fitted to the intercom in-
stalled within an individual flat, the new product can 

be used by all residents. Nuki Box is compatible with 
a wide range of installations and administrators can 
create permissions for tenants, members, service 
providers, and other essential visitors. This could 
significantly reduce the administrative burden for 
property owners and save them money. The owners 
can also enable residents to assign individual autho-
rizations for themselves. 	         www.nuki.io 

What can you expect from a camera 
that weighs only 27 grams and takes 
up the space of two sugar cubes? The 
Go 2, the second version of Insta360’s 
action camera, offers a 1/2.3-inch 
image sensor that captures ultra-
wide-angle photos and videos which 
are stored internally in 1440p format. 
An integral magnet makes it easy to 
attach the camera firmly to magnetic 
surfaces and there is a range of acces-
sory mounts available for other fixings. 
For action shots, internal sensors 
ensure the horizon is always level 
and Insta360’s FlowState stabilization 
keeps the images and videos smooth 
and in focus even when the camera is 
attached to a mountain biker’s helmet 
or worn by a surfboarder. It could even 
be fixed to a pet’s neckband and the 
resulting shots viewed over Wi-Fi. The 
camera is controlled over Bluetooth 
from a small console in the charging 
case, but a smartphone app can be 
used to give a better idea of what is 
being captured. The Insta360 Go 2’s 
integrated battery provides up to 150 
minutes of shooting, and editing can 
be done automatically by the artificial 
intelligence algorithms in the FlashCut 
2.0 app. The camera is available for 
$299.99.	  
www.insta360.com
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The new Sonos Roam ultra-portable smart 
speaker can be connected to Sonos systems 

on Wi-Fi at home – when it is taken outside, it 
automatically switches to Bluetooth. Another new 

feature, called Sound Swap, allows users to switch 
the music to the nearest speaker on a system just by 

holding the play/pause button. Sonos claims it has 
made great efforts to provide powerful features and 

adaptability in this relatively small and light speaker, 
which weighs less than half a kilogram. Sonos SEO Patrick 
Spence said: “It’s not only our smartest and most versa-
tile speaker, it’s also our most affordable. Roam provides 
the opportunity for millions of new customers to get 

started with Sonos and it is the right product at the 
right time as we begin to gather again with friends 

and family.” The speaker, costing $169, is available 
in shadow black or lunar white. It is dustproof 

and waterproof, with silicone end caps 
to protect it against drops or bumps.

www.sonos.com

Sonos 

Music Wherever  
You Roam
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Nanit

Comprehensive Smart Baby Monitor
Coulisse

Easy Roller Blind Automation with 
HomeKit

Yeelight

Lighting Up Google Seamless Setup

Garmin

A Smart Watch for Smart Women

The Nanit Pro not only monitors sleeping babies, it also tracks their 
sleep quality, breathing motion, and growth. Its 1080p FHD color video 
and digital zoom camera can also capture precious memories – and the 
system provides parents with personalized guidance to help their baby 
sleep better. A Smart Sheet allows parents to measure a baby’s height 
and track growth through the camera app. Internal speakers deliver 
higher quality sound and audio for features like two-way talk, playing 
nature sounds, and real-time sound notifications.	 www.nanit.com

Coulisse, in collaboration with smart-home specialist Eve Systems, has 
launched a range of motors incorporating Apple HomeKit technology. 
The modules include wireless motors for roller blinds, venetian blinds, 
cellular shades and curtains. Together, the companies want to make 
motorized blinds a mass-market product by simplifying their installa-
tion and programming. The blinds connect to a smartphone app via 
Bluetooth, so no gateway or bridge is needed and setup is achieved by 
simply scanning a QR code. All data is stored locally on the motor for 
security – data exchanged in the home stays in the home. The blinds 
also interact with other HomeKit certified accessories, like light bulbs, 
thermostats and movement detectors. 	 www.coulisse.com

In partnership with Silicon Labs, Yeelight has devel-
oped a smart LED light bulb that supports Seamless 
Setup in the Google Home system. The multicolor 
Smart LED Bulb M2 works with Silicon Labs’ Wire-
less Gecko Bluetooth BG21 system-on-a-chip (SoC), 
which enables users to connect and control smart 
home devices in Google Home without the need to 
install other apps. Both companies say they are see-
ing increasing consumer demand for sophisticated, 

user-friendly smart home products with simplified 
setup requirements and Google Assistant voice 
control. Yeelight’s Bulb M2 is one of the first to 
deliver smart lighting integration with Seamless 
Setup. The bulb can display multicolored effects, 
adjustable color temperature, and its brightness 
goes up to 1,000 lumen. A Google Nest device may 
act as a hub to connect smart home devices to the 
web.		                     www.yeelight.com

Garmin claims the Lily to be “the small and fashionable smartwatch wom-
en have been waiting for” and it features menstrual cycle and pregnancy 
tracking to emphasize the point. Indicators may be logged alongside 
other health and wellness data in Garmin Connect, which can also give 
exercise and nutrition advice. The watch can also monitor respiration, 
pulse oximetry, stress, hydration, advanced sleep, and heart rate (users 
may configure alerts for high or low readings). In addition, specific moni-

toring shows the body’s current energy level – this can help with schedul-
ing workouts, rest times, and sleep. Sports apps for yoga, Pilates, cardio, 
treadmill, and more are also available. Outdoor activities may be tracked 
if the watch is connected to a compatible smartphone. An assistance 
feature can also send location details to emergency contacts. The Garmin 
Lily is available in two styles: the classic model costs $249.99 and a sports 
model is $50 less.				       www.garmin.com
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Power Electronics

Solution  for  
DC  faSt  ChargerS  StationS

t
he global Electric Vehicle (EV) 
charging station market size 
is projected to reach over 30 
thousand units by 2027 grow-

ing at an average rate of close to 50%.  
DC fast charging is expected to grow 
fastest since it provides charging of EVs 
within 30 minutes. DC fast chargers 
work in a power range of 30-150kW 
and generally are implemented with 
a modular approach. This is based on 
15-30 kW sub-units, which are stacked 
to create the higher power system. 
This approach provides a flexible, safe, 
and affordable solution.ST offers ef-
ficient, smart products and solutions 
for the key stages of each sub-unit - 
Power Factor Correction (PFC),  DC-DC 
and Control unit & driving.

The power factor correction (PFC) 
stage can be implemented through 
different configurations (e.g. 3 phase 
Vienna topologies) and ST offers a 
wide variety of devices based on cus-
tomer needs:

•  650V Gen 2 Silicon Carbide (SiC) 
MOSFET (SCT*N65G2) featuring 
very low Rdson per area and excel-
lent switching performance to en-
able efficient and compact designs. 

•  650V HB2 series IGBTs 
(STGW*H65DFB2) ensuring higher 

efficiency in medium to high-fre-
quency applications. 

•  650V MDMesh™ M5 Series Power 
MOSFETs series (STW*N65M5) 
with high VDSS rating, outstand-
ing RDSon x area, and excellent 
switching performance.

•  The new 650/1200V series SiC Diodes 
(STPSC*H65 and STPSC*H12) combine 
the lowest forward voltage with high 
forward surge current robustness

For input rectification, we offer the 
following devices:

•  SCR Thyristors such as the TN*50H-
12WY offer 1200V blocking capa-
bility with optimized power den-
sity and surge current capability. 

•  Rectifiers such as the STBR*12 1200 V 
family with its low forward voltage 
drop, improves the efficiency of the 
input bridges.

In the DC/DC conversion stage, a 
full bridge resonant topology is of-
ten preferred due to its efficiency 
combined with galvanic isolation. 

Examples of the products ST pro-
poses here are the SiC MOSFETs  
Gen 2 1200V series (STPSC*H12) and 
the SiC Diodes 1200V Series. 
For the control unit ST offers two 
STM32 microcontrollers designed for 
power management applications- 
the STM32G474 (STM32G4 family) 
and the STM32F334 (STM32F3 fam-
ily) The STM32G4 builds on the 
STM32F3 series and offers an ARM® 
Cortex®-M4+ core running at 170 
MHz with three different hardware 
accelerators and a rich set of ad-
vanced analog peripherals. ST also 
offers digital controllers such as the 
STNRG388A which can independent-
ly pilot six configurable PWM clocks.
For the Driving stage ST offers inno-
vative products such as the STGAP-
2SICS -  a 6kV galvanic isolated single 
gate driver designed to drive SiC 
MOSFETs. 

evaluation Boards
ST offers system evaluation boards 
enabling developers to test products 
directly in the final system. For DC 
Charging station our offer includes: 
The STDES-VIENNARECT (fig. a) with 
a 15 kW, Vienna rectifier with mixed-
signal control for the PFC stage, and 
the STDES-PFCBIDIR (fig.b) with a  15 
kW, three-phase, three-level Active 
Front End (AFE) bidirectional con-
verter for PFC stage. 

Charging 
station  
sub-unit stack-
able solution

Sub-unit  
block diagram

a  b

St solutions 
help customers 
to  address the 
challenges of 
power man-
agement and 
control.  
Luigi Galioto
Technical marketing  
engineer

aDvertorial Power eleCtroniCS 
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vative products such as the STGAP-
2SICS -  a 6kV galvanic isolated single 
gate driver designed to drive SiC 
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T
wo major forces are at work in the realm 
of exponential technologies: artificial 
intelligence (AI) and human genome engi-
neering. AI can be simply defined as creating 

machines (software or robots) that are intelligent and 
capable of self-learning and therefore more like think-
ing machines. 
The companion game changer to AI involves altering 
human DNA to put an end to some, if not all, diseas-
es, reprogram our bodies, and possibly put an end to 
death. AI, of course, would be a critical enabler of such 
reprogramming. The power of AI is widely projected to 
grow twice as fast as all other technologies, exceeding 
Moore’s Law and the growth of computing power in 
general. 
These two game changers and their scientific neigh-
bors, such as machine learning and genomic medicine, 
will have a huge impact on what humans can, and will, 
be in less than 20 years. Machines will do things that 
were once the sole domain of human workers, blue 
collar and white collar alike, such as understanding 
languages, complex image recognition, or enabling us 
to use our bodies in highly flexible and adaptive ways. 
No doubt, by then we will be utterly dependent on ma-
chines in every aspect of our lives. 
We are also likely to see a rapid merging of humans and 
machines through new types of interfaces such as aug-
mented reality (AR), virtual reality (VR), holograms, im-
plants, and brain–computer interfaces (BCI), plus body 
parts engineered with nanotechnology and synthetic 
biology.

Science Fiction 
or Science Fact ?

If and when things such as nanobots in our 
bloodstream or communications implants in our 

brains become possible, who will decide what is hu-
man? I argue that technology does not, and probably 
should not, have ethics, but what will happen with our 
norms, social contracts, values, and morals when ma-
chines run everything for us?
For the foreseeable future, despite the claims of AI evan-
gelists, I believe machine intelligence will not include 
emotional intelligence or ethical concerns because ma-
chines are not sentient – they are duplicators and simu-
lators. Yet, eventually, machines will be able to read, an-
alyze, and possibly understand our value systems, social 
contracts, ethics, and beliefs, but they will never be able 
to exist in, or be a part of, the world as we are (what Ger-
man philosophers like to call “Dasein”).
But, regardless, will we live in a world where data and 
algorithms triumph over what I call “androrithms” – 
all that stuff that makes us human? We often see the 
humble beginnings of a huge opportunity or threat 
and then, in an instant, it will either be gone and forgot-
ten, or here and now, and much bigger than imagined. 
Think of solar energy, autonomous vehicles, digital cur-
rencies, and the blockchain. All took a long time to play 
out but suddenly they are here and they are roaring. 
History tells us that those who adapt too slowly or fail 
to foresee the pivot points will suffer the consequences.
Wait-and-see is very likely going to mean waiting to be-
come irrelevant, or simply to be ignored. We will need a 
new strategy for defining and retaining what makes us 
human in this rapidly digitizing world.

Gerd Leonhard
is the founder of  

The Futures Agency (TFA) 
and author  

of the bestseller  
Technology vs Humanity.  

He is based in Zurich.

By far the 
greatest danger 

of artificial 
intelligence 

is that people 
conclude too 
early that they 
understand it.

Eliezer Yudkowsky
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We Talk IoT,  
the Smart Industry Podcast

Welcome to We talk IoT, a regular series of pod-
casts from the editors of Smart Industry – the IoT 
Business Magazine. Our podcast keeps you up to 
date on the most important developments in the 
world of IoT, IIoT, Artificial Intelligence and Cogni-
tive Computing. Listen to leading industry experts, 
business professionals and experienced journalists 
as they discuss some of today’s hottest tech topics 
and how they can help boost your bottom line.

You can listen to the first episode right here on 
smart-industry.net. Or you can follow We talk 
IoT, the Smart Industry podcast on the follow-
ing streaming providers to always get the latest 
episodes:

		 Go to Spotify
		 Go to Apple Music
		 Go to Soundcloud
This podcast is brought to you by Avnet Silica in 
cooperation with Microsoft.

powered by
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Leading-edge Solutions 
for Fast Charging Stations

Complete solutions for 
high-efficiency designs

Silicon Carbide MOSFETS
650 /1200 V series

32-bit Microcontrollers
 STM32G4 Series

SCR Thyristors
1200 V TN*50 H - 12 WY series

15 kW Vienna Rectifier Board
STDES-VIENNARECT

Isolated Gate Driver
STGAP2SICS -  6 kV isolated driver

Power MOSFETs
650 V MDMesh M5 Series

IGBTs 
650 V HB2 series

Digital Controller
STNRG388A for power conversion

Rectifiers
1200 V STBR*12 series

15 kW three-level Active Front End
STDES-PFCBIDIR

Silicon Carbide Diodes
650/1200 V series 

Power Factor Correction & DC/DC

Control Unit

Input Rectification

Evaluation Boards

Driving Stage

For more information visit www.st.com/ev-charging

PFC

AC input E-Car
(HV battery pack)

DC/DC

Control Unit
and driving stage
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